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! Read this first — it's about people, not just pictures

Before the gear, a word that matters more than any camera: with a business you are

recording other people — customers, staff, people walking by — so where you point a

camera, and whether it picks up sound, is as important as the picture. As a rule, keep

cameras on general work and public areas, never on restrooms, changing areas, or

anywhere someone expects privacy, and be very careful about recording audio. This

guide gives you plain-English general information, not legal advice. For your own

situation — especially anything to do with employees, audio, or the law — check with

an attorney who knows Ohio. Watching from your phone also means your cameras can

be reached from outside, so who can see them — and how it's set up — is part of

protecting people's privacy, not just yours.

Watch from anywhere — safely
Checking your cameras from your phone is half the value of owning them. This

guide shows you how to do it the safe way — and how to avoid the one careless

setup that has let strangers into camera systems all over the world.

I'm Bill, and I run Bill's Home Tech here in Portage County, Ohio. In 30-plus years of helping

folks with technology, I've watched remote viewing go from a luxury to something nearly every

owner expects. It's genuinely useful — and it's also the door intruders come through when it's

set up the wrong way.

The good news is that doing it safely is no harder than doing it dangerously. It's mostly a

matter of knowing which path to take and which to refuse. By the end of this guide you'll know

exactly what to say yes and no to.

★ Not sure how yours is set up?

If you already watch your cameras from your phone and you're not sure whether it's

safe, call or text me at (330) 200-8042. I can usually tell in a few minutes whether your

system is exposed — free, and nothing to sell you.
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The whole guide, on one page
If you remember only these things, you'll watch your business safely from

anywhere.

❑ The SAFE way to view from outside is the maker's secure app or cloud service, or a VPN

into your own network.

❑ The DANGEROUS way is 'port forwarding' — opening ports on your router so the

recorder is reachable from the open internet. Never do it.

❑ Change every default password to a strong, unique one before you ever turn on remote

viewing.

❑ Turn on two-factor login — the one-time code — wherever it's offered.

❑ Give the app only to the people who truly need it, with their own logins, not one shared

password.

! The one rule that matters most

If an installer or a forum post tells you to 'forward a port' or 'open a port' on your router

to see your cameras, stop. That is the exact setup that has gotten countless cameras

hijacked. Use the maker's secure app or a VPN instead.
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The safe ways to watch from outside
There are two good paths, and most owners only need the first. Both keep your

cameras off the open internet.

The maker's secure app or cloud

Modern systems come with an app from the maker that connects your phone to your cameras

through the maker's own secure service. You sign in, and the connection is handled for you —

no holes poked in your router. For most businesses this is all you need, and it's the path I set

up most often.

A VPN into your own network

A VPN (a private, encrypted tunnel into your network) lets your phone act as if it's sitting

inside your building, so you reach the cameras the same way you would from the back office

— without exposing them to anyone outside. It takes a bit more setup, and it's a solid choice if

you want to keep everything on your own network.

✔ Either path, never the third one

Both of these keep your recorder invisible to the open internet. The only wrong answer

is the third path — opening ports on the router — which we'll come to next. Pick the

app or the VPN and you're safe.
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Why port forwarding is the wrong, dangerous way
This is the most important page in the guide. Opening ports on your router is the

single setup that has put countless cameras in strangers' hands.

Your router is the locked front door between your network and the open internet. 'Port

forwarding' means propping a specific door open so that anyone on the internet can knock

directly on your recorder. People do it because it's a quick way to see cameras from a phone

— and it works, which is exactly why it's so dangerous.

The moment a recorder is reachable from the open internet, automated programs find it — not

by luck, but because they scan the whole internet all day looking for exactly these open doors.

If the camera still has a weak or default password, they're in. This is how huge numbers of

cameras have been hijacked and roped into attacks, with owners none the wiser.

The maker's app and a VPN exist precisely so you never have to do this. They give you the

remote view without leaving a door propped open to the whole world.

! Never open a port for your cameras

If anyone — an installer, a help article, a well-meaning friend — tells you to forward or

open a port so you can watch your cameras, say no and find someone who'll set up the

app or a VPN instead. An open port is a standing invitation to every scanner on the

internet.
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How to tell which way yours is set up
You don't need to be technical to spot the danger signs. A few questions usually tell

the story.

If you watch your cameras by opening an app from the camera or recorder maker and signing

in with an account, you're almost certainly on the safe path. If you connect by typing in a string

of numbers — an address and a port number — into a browser or an app, that's a sign

someone may have opened a port, and it's worth checking.

• Do you sign in to a named app with an account? Good sign.

• Were you told to type a numeric address and a port? Worth a hard look.

• Did the installer mention 'forwarding' anything on the router? Red flag.

• Can you reach the cameras from a browser anywhere without any app or VPN? That

usually means an open port.

★ I'll check it for you

If any of those red flags sound familiar, don't panic — but do get it checked. I can look

at how your system reaches your phone and tell you whether it's safe, and close the

hole if it isn't. Call (330) 200-8042.
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Strong, unique passwords come first
Remote viewing is only as safe as the password guarding it. Before you ever watch

from outside, every password has to be changed.

Cameras and recorders ship with well-known default passwords — the same ones printed in

manuals anyone can find online. Leaving a default in place is like locking your door with the

key still in it. Change every one to a strong, unique password the day you set the system up,

and rename or disable the default admin account if the system lets you.

'Unique' matters as much as 'strong'. If the recorder and your email and your app all share

one password, a leak anywhere becomes a break-in everywhere. Give the camera system its

own password, not one you use elsewhere. We go deeper on this in the

passwords-and-updates guide.

! Default passwords are how the break-ins happen

Automated attacks don't guess clever passwords — they try the factory defaults,

because so many systems still have them. Changing every default to a strong, unique

password shuts the door on the single most common way cameras get hijacked.
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Turn on two-factor login
A second step at sign-in is the cheapest big upgrade to your security. If your app

offers it, turn it on today.

Two-factor login means that after your password, the app asks for a one-time code — usually

texted to you or shown in an app. Even if someone somehow learned your password, they still

can't get in without that code sitting on your phone. It turns a stolen password from a disaster

into a non-event.

It adds a few seconds to your own sign-ins and that's about the only downside. For something

as sensitive as live video of your business, those few seconds are more than worth it. Turn it

on for every account that can reach the cameras.

✔ Set it up once, benefit forever

Two-factor is a one-time setup that protects you every day after. If you're not sure

where to find the setting, it's usually under security or account options in the app — or

I'm glad to switch it on with you.
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Who on your staff should have the app
Every phone with access to your cameras is another way in. Give the app to the

people who need it — and no more.

Decide deliberately who truly needs to watch the cameras — usually you, maybe a manager

or two, perhaps a trusted keyholder. Each person who has it is one more login that could be

lost, guessed, or carried out the door when they leave. Fewer hands means fewer risks.

Give each person their own login where the system allows it, rather than everyone sharing

one password. Separate logins mean you can remove one person's access — when they

leave, or lose a phone — without resetting everyone and disrupting the whole team.

• List exactly who needs live or recorded video, and why.

• Give each their own account, not a shared password.

• Remove access the day someone leaves or changes roles.

• Keep an eye on who can see sensitive views like the register or the back office.

★ I'll help you set up the right logins

Setting up separate staff logins and deciding who sees what is exactly the kind of thing

I help owners sort out. Tell me your team and I'll help you keep access tidy and safe.

Call (330) 200-8042.
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Remote viewing is safer on a separate network
How you reach the cameras and where the cameras live are two sides of the same

coin. Both matter for keeping intruders out.

Even with a secure app, it's wise to keep your cameras and recorder on their own network,

away from your point-of-sale, your office computers, and your guest Wi-Fi. That way, if a

camera is ever compromised, it can't reach into your payment systems or business data. It

also keeps camera traffic from clogging the office network.

We give that its own guide — keeping cameras on their own network — because it pairs so

naturally with safe remote viewing. Think of it as belt and suspenders: the app keeps

strangers off the cameras, and the separate network keeps a stray problem from spreading if

it ever gets in.

✔ Two guides that work together

Read this one with the network-separation guide. Safe remote viewing keeps the front

door locked; a separate network makes sure that even if something slips in, it can't

wander into the register.
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Two kinds of businesses, two sets of needs
A busy storefront and a quieter office or warehouse both want eyes on the place

from a phone — but who watches, and when, looks different.

If you run a customer-facing shop or storefront

You want to glance in during the day, check on an opening or a close, and answer an alarm at

night. Several people may share the watching, so tidy logins matter.

• Use the maker's secure app so staff can check in without any risky setup.

• Give managers their own logins; drop them the day someone leaves.

• Turn on two-factor for every account that sees the sales floor or register.

• Be thoughtful about who can watch the register view from home.

If you run an office, warehouse, or back-of-house

Fewer watchers, but the stakes are high — expensive stock, after-hours access, and sensitive

areas. You want tight, deliberate access.

• Consider a VPN if you'd rather keep everything on your own network.

• Limit the app to you and a trusted manager or keyholder.

• Keep cameras on a separate network from office PCs and any payment systems.

• Review who has access a couple of times a year and prune it.

★ Let's right-size your access

Whether you've got one person watching or a whole team, I'll help you set up the safe

path and give the right people the right access — no more, no less. Call (330)

200-8042.
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Watching safely when you're out and about
Half the point of remote viewing is checking in from the road. A couple of small

habits keep that convenient without being careless.

Your phone is the key to your cameras now, so treat it like one. Keep a screen lock on it, keep

the camera app's password out of your saved notes, and don't stay signed in on a device you

might lose. If your phone walks off, you want to be able to cut its access without scrambling.

Public Wi-Fi at a coffee shop or airport is fine for the maker's secure app, because the app

protects the connection itself. The thing to avoid isn't where you watch from — it's the

dangerous setup back home that leaves the cameras exposed no matter where you are.

✔ Lock the phone that holds the keys

A camera app on an unlocked phone is a camera system anyone who grabs it can see.

A screen lock and two-factor together mean a lost phone stays a lost phone, not a lost

camera system.
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Keep the app and the system updated
Safe remote viewing isn't a one-time setup. The updates you install are how the

makers close holes as they're found.

Camera makers release updates — for the app and for the recorder itself — that fix security

problems as they come to light. Skipping them leaves known holes open, and a known hole is

the easiest kind for an attacker to walk through. Turn on automatic updates where you can,

and check now and then that they're actually happening.

There's a flip side worth naming: a recorder so old the maker no longer updates it is a

standing risk, because new holes will never get patched. If you lean on remote viewing, you

especially don't want to do it through gear that's been abandoned. Our

passwords-and-updates guide covers retiring end-of-life gear.

! An un-updated system is a known-open door

Attackers share the holes they find. Once a weakness is public, every scanner knows

to try it — so a system that never gets updated gets less safe every month, not more.

Keep it current, and retire what can't be.
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Remote viewing and people's privacy
Being able to watch from anywhere is powerful, which is exactly why it's worth a

thought about the people on the other end of the camera.

The same rules that apply in the building apply to what you watch from your phone: cameras

belong on general work and public areas, never on restrooms, changing areas, or private

spaces — and be careful about sound. Being able to pull it up remotely doesn't change where

the cameras should point. If staff can watch too, make sure they understand that as well.

A little care here keeps remote viewing feeling like sensible security rather than snooping —

for your customers and your team alike. We cover employees, notices, and audio in their own

guides.

! A quick word on the law

Ohio has specific rules about recording audio and about recording people in private

areas, and watching remotely doesn't change them. Keeping cameras on public and

general work areas, with sound off unless you've checked, keeps you well clear of

trouble. This is general information, not legal advice; rules change and every situation

is different, so confirm the specifics with an attorney who knows Ohio before you rely

on it.
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A safe-remote-viewing checklist
Run down this list before you trust remote viewing. Check each line and you can

watch from anywhere with a clear conscience.

❑ I'm viewing through the maker's secure app or a VPN — not an open port.

❑ No ports are forwarded on my router for the cameras.

❑ Every default password has been changed to a strong, unique one.

❑ The default admin account is renamed or disabled where possible.

❑ Two-factor login is turned on for every account that reaches the cameras.

❑ Each person who needs access has their own login, not a shared password.

❑ The app and the recorder are set to update, and actually updating.

❑ My phone has a screen lock, and I can cut access if it's lost.

✔ Keep a copy with your business papers

Tuck this checklist in with your other important business records. When you add a

camera or change staff, run down it again — it only takes a minute and it keeps the

whole setup honest.
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Common mistakes with remote viewing
Almost every camera that ends up hijacked got there through one of these. Now

you'll know them all.

• Opening a port on the router so the recorder sits on the open internet.

• Leaving default passwords in place, so the first automated try gets in.

• Reusing one password across the cameras, email, and apps, so one leak opens

everything.

• Skipping two-factor when the app offers it.

• Sharing one login with the whole staff, so nobody's access can be removed cleanly.

• Never updating the app or recorder, leaving known holes wide open.

! One careless step undoes the rest

You can do everything else right and still get hijacked if a single port is left open or a

single default password stays in place. Safe remote viewing is a chain — and the

attackers only need one weak link.
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What to do if you think you've been exposed
If you suspect your cameras have been reachable from the open internet, don't

panic — but do act. The steps are straightforward.

First, close the door: have the open port removed from the router so the recorder is no longer

reachable from outside, and switch to the maker's secure app or a VPN. Then change every

password to a fresh, strong, unique one — assume the old ones are known. Turn on

two-factor while you're at it.

Then update the recorder and cameras to the latest version to close any known holes, and

review who has access, dropping anything you don't recognize. If the recorder is so old it can't

be updated, that's a sign it's time to retire it, which our old-system and passwords guides walk

through.

★ I'll help you close the hole fast

If you think your cameras have been exposed, this is exactly the kind of cleanup I do —

close the open door, reset the passwords, switch you to the safe app, and make sure

it's actually locked down. Call or text (330) 200-8042 and we'll sort it out.
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What you can do, and when to get help
A lot of safe-viewing setup is well within a careful owner's reach. A couple of pieces

are worth a hand if they're unfamiliar.

Installing the maker's app, changing passwords, turning on two-factor, and setting up staff

logins are all things you can do yourself, and I'd encourage you to. They're the steps that

matter most, and none of them require special tools — just a little patience and this guide.

Setting up a VPN, or checking whether a router has a port quietly open, is where many

owners like a hand. There's no shame in that — it's fiddly, and getting it wrong is the whole

thing you're trying to avoid. That's the kind of setup I'm glad to handle.

★ The brains part, done right

Getting your cameras onto your phone safely is squarely what I do — no wiring, just

the setup done properly. $99 for a visit, $49 if I can do it on your screen, and 30 days

come-back-free. Call (330) 200-8042.
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How safe viewing fits the rest of your security
Remote viewing is one layer. It works best alongside the other habits we cover

across this series.

Three guides lock arms here. This one keeps the connection to your phone safe. The

network-separation guide keeps the cameras walled off from your register and office, so a

problem can't spread. And the passwords-and-updates guide keeps the system itself

hardened — strong passwords, current firmware, no abandoned gear.

Read together, they cover the whole picture: who can reach the cameras, where the cameras

can reach, and how to keep both locked down over time. No sense repeating each other's

depth — lean on all three.

✔ Three guides, one goal

Safe remote viewing, a separate camera network, and strong passwords with updates

are a set. Do all three and your camera system is a tool for you alone — not a doorway

for anyone else.
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Common Questions
The questions I hear most from owners who want to watch their business from a

phone without getting burned.

Q: Is it safe to watch my cameras from my phone?

Yes — through the maker's secure app or a VPN into your own network. Both keep your

cameras off the open internet. The only unsafe path is opening a port on your router, which

you should never do.

Q: My installer wants to 'forward a port' — is that okay?

No. Forwarding or opening a port puts your recorder on the open internet, where automated

scanners find it and try the default passwords. Ask for the maker's secure app or a VPN

instead, and if they won't, find someone who will.

Q: What's the single most important thing to get right?

Change every default password to a strong, unique one, and never open a port. Those two

together shut the door on the most common way cameras get hijacked. Add two-factor login

on top and you're in good shape.

Q: How many of my staff should have the camera app?

Only those who truly need it, each with their own login rather than a shared password. That

way you can remove one person's access cleanly when they leave, without disrupting

everyone else.

★ Want it set up right the first time?

Safe remote viewing is one of my favorite things to set up, because it's such a relief to

owners to glance at the place from anywhere and know it's locked down. Call or text

me at (330) 200-8042.
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This is easier than it sounds
If all the talk of ports and hijacking has you nervous, take a breath. The safe path is

also the simple path.

You don't have to understand networking to be safe. You just have to do a few plain things:

use the maker's app, change the default passwords, turn on two-factor, and never let anyone

open a port. That's it. The dangerous setup takes extra, deliberate steps — so as long as you

don't go looking for trouble, you won't stumble into it.

Millions of businesses watch their cameras safely from their phones every day. With the

handful of habits in this guide, yours will be one of them — and you'll get all the peace of mind

with none of the exposure.

✔ Simple beats clever

The safe way is the boring way: a named app, a strong password, a code at sign-in.

There's no clever trick to learn and no reason to do anything fancier. If a setup feels

complicated, that's a reason to ask, not to push through.
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Keeping it safe over time
Security isn't a switch you flip once. A few minutes now and then keeps your

remote viewing as safe tomorrow as it is today.

Staff change, phones get replaced, and makers release updates — so the setup that was tidy

a year ago can drift. Every so often, review who has the app, confirm two-factor is still on,

make sure updates are landing, and double-check that no port has quietly been opened along

the way.

Pair this with the recurring checkup in the passwords-and-updates guide and you've got a

simple rhythm that keeps the whole system honest. It's far easier to keep it locked down than

to clean up after a break-in.

★ Put me on your yearly checkup

A once-a-year look at access, updates, and router settings is cheap insurance for

something this sensitive. I'm glad to make it a standing visit so you never have to

wonder. Call (330) 200-8042.
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You don't have to do this alone
You just have to remember that a friendly, patient person is one call away.

I hope this guide made watching your business safely from your phone feel a little less

daunting and a lot more doable. Keep it with your other business papers, come back to a

page whenever you need it, and don't worry about memorizing anything — that's what the

guide is for.

When you'd rather have a hand, that's exactly what I do. I come to your place of business,

work at your pace, and never make you feel rushed or silly for asking. A first visit is a flat $99,

and for the parts that don't need me on-site I can often help right on your screen for $49.

Every visit comes with a 30-day, come-back-free guarantee. I'm a tech helper, not a licensed

electrician or low-voltage contractor — for in-wall wiring or panel work I'll help you line up a

trustworthy local pro and make sure it all works together.

★ Bill's Home Tech — real help, close to home

Call or text me at (330) 200-8042, or visit BillsHomeTech.com. Serving Atwater and all

of Portage County. 30+ years of patient, plain-English tech help — and if you're ever

not 100% happy with a visit, I'll make it right or refund it. That's a promise. — Bill



AT A GLANCE BillsHomeTech.com · (330) 200-8042

Tech Made Simple — Service Made Personal Page 24 of 29
For general information only — not professional advice. Use at your own risk. For electrical,

gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech



AT A GLANCE BillsHomeTech.com · (330) 200-8042

Tech Made Simple — Service Made Personal Page 25 of 29
For general information only — not professional advice. Use at your own risk. For electrical,

gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech



AT A GLANCE BillsHomeTech.com · (330) 200-8042

Tech Made Simple — Service Made Personal Page 26 of 29
For general information only — not professional advice. Use at your own risk. For electrical,

gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech



AT A GLANCE BillsHomeTech.com · (330) 200-8042

Tech Made Simple — Service Made Personal Page 27 of 29
For general information only — not professional advice. Use at your own risk. For electrical,

gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech



Need a Real Person?
You do not have to figure this out alone.

You just have to remember you can call.

Friendly, plain-English tech help -- I come to you.

BILL'S PROMISE

If you are not 100% happy with a visit, I will

make it right -- or refund it. No awkwardness,

no fine print. That is how I would want to be treated.

(330) 200-8042  ·  BillsHomeTech.com
Bill@BillsHomeTech.com  ·  Mon–Sat 9:00 AM – 7:30 PM

— Bill

Prefer help without a visit?
Bill can screen-share and fix many things remotely — a flat $49, free for Support Plan members.

© 2026 Bill's Home Tech, LLC · 30+ years of tech experience · Serving Portage County since 2025 · Fully Insured



A Note From Bill
A quick note from Bill.

I write these guides to make home tech a little less frustrating, and I do my best to keep every step
accurate and up to date. Still, every home, device, and setup is a bit different, so I can't promise a guide
will match yours exactly or fix your particular problem. These guides are for general information only —
they're not professional, legal, or financial advice, and they don't replace your device's own manual or

the manufacturer's instructions. Please go slow, use your own good judgment, and use everything here
at your own risk. If a step involves electrical wiring, a gas appliance, a water heater, plumbing, or

climbing a ladder — or if anything just doesn't feel safe — please stop and call a licensed professional
(or give me a call at 330-200-8042). Bill's Home Tech and Bill Davis can't be responsible for any

damage, data loss, or injury that comes from using these guides. Thanks for reading, and stay safe out
there.

— Bill

Book a visit —
billshometech.com/book

Use of these guides is subject to our Terms of Use (billshometech.com/terms-of-use).
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