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I Read this first — it's your real card wearing a disguise

A virtual card number is a stand-in number tied to your real card. You use it to shop
online so the store never sees your actual card number — and if that stand-in ever
leaks, you delete it without disturbing your real card or any of your automatic
payments. It's a simple, powerful way to shop more safely, and nothing to be
intimidated by.

Shop online without exposing your real card

A virtual card number lets you buy from a website while keeping your true card
number hidden. This guide explains what it is, who offers one, and exactly when it's
worth using.

I'm Bill, from Bill's Home Tech here in Portage County, Ohio. Virtual card numbers are one of
the quiet little tools that make online shopping much safer, and hardly anyone knows they
exist. Let's fix that.

We'll keep it plain: what a virtual number actually is, how it protects you, where to get one,
and the handful of situations where it shines. No technical jargon.

[0 Curious whether your card offers one?
Many folks already have this feature and don't know it. Call or text me at (330)
200-8042 and we'll check whether your bank offers virtual numbers and set one up.
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The whole guide, on one page

The essentials, if you remember nothing else.

0 Avirtual card number is a stand-in number tied to your real card.

0 The store sees the stand-in, never your real number.

0 Ifitleaks, you delete it — your real card and autopays are undisturbed.

0 Some banks and services offer them; check whether yours does.

0 Great for new or sketchy websites and for stopping unwanted recurring charges.

0 Charges still post to your real card and earn the same rewards and protection.

[0 The one-line idea
It's your real card in disguise: same money and rewards, but a throwaway number you
can cancel the instant it's compromised.
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What a virtual card number actually is

A simple picture clears up the whole idea.

A virtual card number is a separate card number — with its own security code and expiration
date — that your bank or a service creates and links to your real card. When you type it into a
website, the purchase still goes through your real account and shows up on your normal
statement, but the store only ever sees that stand-in number.

Because it's not your real number, a leak or hack at that store can't expose your actual card.
And you can delete or lock the virtual number anytime without having to replace your physical
card or update every automatic payment you have.

O Think of a hotel key card

Your real card is like your house key; a virtual number is like a hotel key card — it
opens the same door for a while, but you can cancel it anytime and it's not the master
key.
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How it keeps you safer

A few concrete ways it shields you online.

« If astoreis hacked, only the virtual number leaks — you delete it, and your real card is
untouched.

+ You can lock a number to one merchant, so even if it's stolen, it won't work anywhere
else.

+ You can set single-use numbers for a one-time purchase that then stops working.
« You can cancel a 'free trial' cleanly by deleting its number, so it can't quietly bill you later.

The common thread is control: a virtual number is a tap away from being frozen or deleted, so
a problem at one store never cascades into a stolen card, a round of fraud charges, and the
hassle of a replacement.

I Merchant-lock is the quiet superpower

Locking a virtual number to a single store means a thief who steals it can't use it
anywhere else — it simply declines. For a site you're unsure about, that's real peace of
mind.
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Who offers virtual card numbers

More places than you'd think — and the list keeps changing.

A number of banks and card issuers offer virtual numbers (for example, Capital One has long
offered them through a browser helper, and Apple Card shows a virtual number in Wallet).
There are also standalone services, like Privacy.com, that create virtual numbers linked to
your bank. Some issuers have added or changed these features over time.

Because the lineup shifts — features get added, renamed, or retired — the reliable move is to
check your own bank or card's app and website, or ask them directly, 'Do you offer virtual card
numbers?' Don't assume from an article; confirm with your own provider.

[0 Just ask your bank
The quickest way to know is to search your card's app for 'virtual card' or call and ask.
Many people already have the feature sitting unused in their banking app.
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Setting one up

The exact steps vary by provider, but the shape is the same.

+ In your card's app or website, look for 'virtual card number,' 'virtual card," or a browser
helper your bank offers.

+ Create a new virtual number, optionally giving it a nickname like the store's name.

» Choose settings if offered: lock it to one merchant, set a spending limit, or make it
single-use.

« Copy the virtual number, security code, and expiration into the store's checkout instead of
your real card.

That's it — you've shopped with a disguise. The charge lands on your real card as usual, and
you can revisit the virtual number later to lock, delete, or adjust it.

O I'll set one up with you
Finding the feature and creating your first virtual number is a five-minute job once you
know where to look. I'm glad to do it with you. Call (330) 200-8042.
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The best times to use a virtual number

You don't need one everywhere — here's where it earns its keep.

« A new or unfamiliar website you're not sure you can trust.

« A free trial that asks for a card — delete the number later so it can't bill you.

« A one-time purchase from a seller you won't use again.

« A subscription you want firm control over, to cancel cleanly if the company makes it hard.
« Any site where a data breach would be especially annoying to clean up.

For big, trusted retailers you use constantly, your regular card (or a tap-to-pay wallet, which
already hides your number) is fine. Save the virtual number for the places that give you
pause.

[0 Perfect for taming free trials
A single-use or merchant-locked virtual number is the cleanest way to try a free trial
without the dreaded surprise charge later — just delete it when the trial ends.

Tech Made Simple — Service Made Personal Page 8 of 29

For general information only — not professional advice. Use at your own risk. For electrical,
gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech
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Virtual numbers vs. tap-to-pay wallets

Both hide your real number — here's the difference.

When you tap to pay with a phone or watch, the store already gets a scrambled, hidden
version of your card — so in a store, tap-to-pay gives you much of the same protection
automatically. Virtual card numbers shine for typing into online checkouts, where tapping isn't
an option, and for the extra controls like merchant-locking and single-use.

So think of it this way: in a physical store, tap to pay; for online shopping at places you're
unsure about, use a virtual number. Together they keep your real card number out of almost
everyone's hands.

0 Two tools, two places
Tap-to-pay for the register, virtual numbers for the keyboard. Both hide your real card;
each fits a different kind of shopping.
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Managing your virtual numbers

They're only useful if you keep them tidy — which is easy.

Give each virtual number a clear nickname (the store it's for), so you know at a glance which
is which. When you stop using a store, or a trial ends, delete that number. If one is ever
involved in a suspicious charge, lock or delete it — the charge stops and your real card keeps
working.

Most providers show all your virtual numbers in one list with their recent charges, which
makes it easy to spot anything odd and to prune ones you no longer need. A tidy list is a safe
list.

O Nickname everything
Naming each virtual number after its store turns your list into a clear map: you instantly
see which number pays which company, and which ones you can safely delete.
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Two ways people come to this — and both are fine

Some folks want maximum control over every online purchase; others just want a
safety net for the sketchy stuff. Both are good uses.

If you want tight control
You like the idea of a separate, cancelable number for each place you shop.

+ Create a merchant-locked number for each store or subscription.
« Nickname and organize them so your list stays clear.
+ Delete numbers the moment you stop using a service.
If you just want a safety net
You mostly shop at trusted places but want protection for the unknown ones.
+ Keep your normal card for big, trusted retailers.
+ Use a virtual number only for new or questionable sites and free trials.

+ Delete those numbers afterward and forget about them.

0 Either way, I'll set it up to fit you
Whether you want a number for everything or just the risky buys, I'll help you set it up
to match how you shop. Call (330) 200-8042.
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Rewards, statements, and the real card

A reassuring point: nothing about your normal card experience changes.

Because a virtual number is tied to your real card, purchases earn the same cash back or
points, appear on your usual statement, and carry the same dispute and fraud protections.
You're not opening a new account or giving anything up — you're just putting a disguise on
the card you already have.

If you ever need to dispute a charge made on a virtual number, you do it the same way you
would any charge on that card, by calling the number on the back. The virtual layer doesn't
weaken any of your protections.

[0 Same rewards, same protection
You lose nothing by using a virtual number — same points, same statement, same
dispute rights. You only gain a cancelable buffer between your real card and the

internet.
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The honest limitations

Virtual numbers are great, but they're not for every situation.

+ They're mainly for online checkouts you type into — not for in-person swiping.

+ Some purchases that need a matching physical card at pickup (like certain event tickets or
in-store collection) don't play well with a virtual number.

« For travel or hotels that pre-authorize on the card you booked with, a changing virtual
number can cause friction.

« Not every bank offers them, and features differ.

None of this is a reason to avoid them — just to use your regular card for those specific cases
and reach for a virtual number where it fits, which is most online shopping from places you're
unsure about.

O Right tool, right purchase

If a purchase needs the physical card present or a steady number for a
pre-authorization, use your real card for that one. Virtual numbers are for the
typing-it-into-a-website moments.
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Staying scam-smart

Virtual numbers help against breaches, but you still mind the usual online cautions.

A virtual number protects your real card if a legitimate store is hacked, but it won't stop you
from handing money to an outright scam site that never ships anything — that's still a
purchase dispute. And be wary of fake 'virtual card' apps or sites; only use the feature inside
your real bank's app or a well-known, reputable service.

As always, shop at sites you can verify, be suspicious of deals that seem too good, and for
any purchase from a seller you don't trust, a credit card's dispute rights remain your backstop
— virtual number or not.

I Get the feature from your real bank only

Set up virtual numbers only through your actual bank or card app, or a reputable,
well-known service. A 'virtual card' app from a search ad or a text could be a trap
designed to grab your real card details.
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Common mistakes

Avoid these and virtual numbers stay simple and useful.

+ Not knowing you have the feature — many banks offer it quietly.

+ Forgetting to delete a free-trial number, then getting billed anyway.

« Using one where the physical card is needed, like certain in-store pickups.
« Losing track of which number is which — nickname them.

+ Getting the feature from a shady app instead of your real bank.

O The free-trial fix

If you've been burned by a free trial that kept charging, a single-use or
merchant-locked virtual number is your friend: use it to sign up, delete it, and the
surprise charge simply can't happen.

Tech Made Simple — Service Made Personal Page 15 of 29

For general information only — not professional advice. Use at your own risk. For electrical,
gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech
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Using them to tame subscriptions

One of the most satisfying uses: taking back control of recurring charges.

Give each subscription its own virtual number, and you hold the off switch. If a company
makes canceling a maze, or keeps billing after you've tried to quit, you simply delete or lock
that virtual number and the charges stop — no more fighting a 'retention’ phone line.

It also makes your subscriptions visible: a glance at your virtual-number list shows exactly
which services are still pulling money, so you can prune the ones you forgot you were paying
for.

[J A gentle budget tool
Putting each subscription on its own virtual number turns ‘what am | even paying for?'
into a clear list — and gives you a one-tap way to stop any of it.
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Helping arelative shop more safely

If a parent worries about online shopping, this is a gentle, powerful tool to set up.

Check whether their bank offers virtual numbers, and if so, set up one or two for the sites they
use. Explain, simply, that it's their real card in disguise, so a hacked store can't steal their
actual number. Keep it to a couple of nicknamed numbers so it's not overwhelming.

For a relative especially nervous about free trials and sneaky subscriptions, a single virtual
number they use for 'anything new' gives them a confident, cancelable way to try things. That
confidence is the real gift.

[ | set this up for families
Helping a relative shop online with the safety of virtual numbers — without
overwhelming them — is exactly my kind of visit. Call (330) 200-8042.
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A SIMPLE ROUTINE
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A simple routine
Keep it light and the benefit sticks.

0 For a new or iffy site, create a fresh virtual number.

0 Lock it to that merchant if the option exists.

0 Nickname it so you'll know what it's for.

0 Delete it when you're done with the store or the trial ends.

0 Glance at your virtual-number list now and then to prune the old ones.

O I'll help you build the habit

A quick sit-down to set up your first few virtual numbers and a simple routine makes
online shopping noticeably safer. Call (330) 200-8042.
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If a virtual number is compromised

This is the moment virtual numbers prove their worth.

If you spot a charge you don't recognize on a virtual number, or a store it belonged to
announces a breach, just lock or delete that number. The charges stop, and because it was
only a stand-in, your real card keeps working everywhere else — no replacement, no
updating all your autopays.

If a bad charge already posted, dispute it the normal way by calling the number on your real
card. Then create a new virtual number if you still want to shop at that store. The whole
episode is a few taps instead of a week of card-replacement hassle.

0 The painless cleanup
A compromised virtual number is the easiest kind of fraud to clean up: delete it, dispute
any posted charge, and carry on. Your real card never even pauses.
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Your virtual-card checklist

The whole guide, boiled down.

0 | checked whether my bank or card offers virtual numbers.

O

| set up the feature through my real bank or a reputable service only.
0 luse a virtual number for new, iffy sites, free trials, and subscriptions.
0 Ilock numbers to one merchant and nickname them.

0 | delete numbers when I'm done with a store or trial.

0 luse my regular card where a physical card or steady nhumber is needed.

[0 Want a hand getting started?
If you're not sure whether your card offers this or how to begin, call (330) 200-8042 and
we'll check and set up your first one together.

Tech Made Simple — Service Made Personal Page 20 of 29

For general information only — not professional advice. Use at your own risk. For electrical,
gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech
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Common Questions

The virtual-card questions | hear most, answered plainly.

Q: What exactly is a virtual card number?

A stand-in card number — with its own code and expiration — tied to your real card. You use
it online so the store never sees your actual number. Charges post to your real card as
normal, with the same rewards and protections.

Q: Does my card offer one?

Maybe — more cards do than people realize. Search your card's app for 'virtual card,’ or call
and ask. Some banks and services offer them; the lineup changes, so confirm with your own
provider.

Q: What happens if a store | used is hacked?
Only the virtual number leaks, so you simply delete it — your real card and all your automatic
payments keep working. That's the whole point.

Q: Can luseitin a store?
They're mainly for online checkouts you type into. In a physical store, tap-to-pay already hides
your real number. Use your regular card where a physical card or steady number is required.

Q: Do | still get my rewards and protections?
Yes. A virtual number is tied to your real card, so you earn the same points or cash back and
keep the same dispute and fraud protections.

0 Still have a question?
Call or text me at (330) 200-8042 and I'll explain it plainly and help you decide whether
it's worth setting up for how you shop.
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The quick recap

Virtual card numbers in one glance.

0 A stand-in number tied to your real card for online shopping.
0 The store never sees your real number.

0 Lock it to one merchant; delete it if it leaks.

0 Perfect for new sites, free trials, and subscriptions.

0 Same rewards, same statement, same protections.

0 Set it up only through your real bank or a reputable service.

0 Use your regular card where a physical card is needed.

0 A disguise worth wearing
A virtual number is a tiny bit of extra effort that keeps your real card out of the internet's
reach. For the sites you're unsure about, it's well worth it.
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You don't have to do this alone

You just have to remember that a friendly, patient person is one call away.

| hope this guide made shopping online with a virtual card number feel a little less daunting
and a lot more doable. Keep it in a drawer with your other home papers, come back to a page
whenever you need it, and don't worry about memorizing anything.

When you'd rather have a hand, that's exactly what | do. | come to your home, work at your
pace, and never make you feel rushed or silly for asking. A first visit is a flat $99, and for the
parts that don't need me on-site | can often help right on your screen for $49. Every visit
comes with a 30-day, come-back-free guarantee. I'm a tech helper, not a bank, a lawyer, or a
financial advisor — for disputes, taxes, or legal questions I'll help you reach the right people
and prepare what you need.

0 Bill's Home Tech —real help, close to home

Call or text me at (330) 200-8042, or visit BillsHomeTech.com. Serving Atwater and all
of Portage County. 30+ years of patient, plain-English tech help — and if you're ever
not 100% happy with a visit, I'll make it right or refund it. That's a promise. — Bill
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AT A GLANCE BillsHomeTech.com - (330) 200-8042

Real Card vs. Virtual Number

Same money, a cancelable disguise

Real card Virtual number

Store sees Your true number A stand-in
If it leaks Replace the card Just delete it
Rewards Yes Same -- it's

tied

Autopays All disrupted Untouched

It's your real card in disguise -- cancel the disguise anytime.
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Setting One Up

The shape is the same everywhere

o || @ || © ©
Find the feature Create a number Set controls Use at checkout
In your card's Nickname it Lock to one shop, Type it instead
app or site - for the store -] or single-use - of your real card
\. J U J U J \ y

Set it up only through your real bank or a reputable service.
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When to Use One

Where it earns its keep vs. not

Use a virtual # Regular card

New/iffy site Yes --
Free ftrial Yes -- delete -
later
Big trusted store Optional Fine
In-store pickup - Physical card

Virtual for the keyboard; tap-to-pay or card for the register.
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AT A GLANCE
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A Number Got Compromised -- Now What?

The painless cleanup

What happened to the virtual
number?

Odd charge
appeared?

Store had a
data breach?

Done with the
store/trial ?

'

'

'

N\ N\ [
Lock or delete Delete it -- Just delete it
it; dispute any real card keeps so nothing can
posted charge working bill you later
\. J . VRN J
[ Your real card never pauses -- no replacement, no updating autopays. ]

llustration - a schematic, not to scale. Your setup may differ
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Need a Real Person?

You do not have to remember all of it.
You just have to remember you can call.
Friendly, in-home tech help -- | come to you.

If you are not 100% happy with a visit, | will
make it right -- or refund it. No awkwardness,
no fine print. That is how | would want to be treated.

(330) 200-8042 - BillsHomeTech.com

Bill@BillsHomeTech.com - Mon-Sat 9:00 AM — 7:30 PM
— Bill

Bill can screen-share and fix many things remotely — a flat $49, free for Support Plan members.

© 2026 Bill's Home Tech, LLC - 30+ years of tech experience - Serving Portage County since 2025 - Fully Insured
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A Note From BIll

A quick note from Bill.
| write these guides to make home tech a little less frustrating, and | do my best to keep every step
accurate and up to date. Still, every home, device, and setup is a bit different, so | can't promise a guide
will match yours exactly or fix your particular problem. These guides are for general information only —
they're not professional, legal, or financial advice, and they don't replace your device's own manual or
the manufacturer's instructions. Please go slow, use your own good judgment, and use everything here
at your own risk. If a step involves electrical wiring, a gas appliance, a water heater, plumbing, or
climbing a ladder — or if anything just doesn't feel safe — please stop and call a licensed professional
(or give me a call at 330-200-8042). Bill's Home Tech and Bill Davis can't be responsible for any
damage, data loss, or injury that comes from using these guides. Thanks for reading, and stay safe out
there.

.'i'-'-;

l"

Book a visit —
billshometech.com/book

Use of these guides is subject to our Terms of Use (billshometech.com/terms-of-use).

(330) 200-8042 - BillsHomeTech.com
Bill@BillsHomeTech.com - Mon-Sat 9:00 AM — 7:30 PM

For general information only — not professional advice. Use at your own risk. For electrical,
gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech
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