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I Keep your register off the public guest Wi-Fi

If you take one thing from this guide, make it this: your payment devices should not
share the same Wi-Fi your customers use. Keeping them apart is better for security
and card rules, and it keeps your register fast when the guest network is busy. We'll
cover exactly how, step by step.

Let's build a network your register can rely on

Your register is only as steady as the network under it. A few simple choices about
wires, Wi-Fi, and keeping things separate make the difference between a counter
that just works and one that stalls mid-sale.

I'm Bill, and | run Bill's Home Tech here in Portage County, Ohio. I've spent 30+ years helping
folks with their technology, and plenty of that is sorting out why a payment stalls — which,
more often than not, traces back to the network rather than the register itself.

| run my own little shop on Square, and | keep my register on its own steady connection,
separate from any Wi-Fi I'd hand a visitor. You don't need to be technical to do the same. I'll
keep this plain and practical.

(0 No jargon, | promise

Networking has more three-letter words than any corner of tech. I'll explain each one in
plain English the moment it comes up, and you can skip the fancier bits if your setup is
simple. Steady beats fancy every time.
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The whole guide, on one page

If you remember only these things, your register will be steadier and safer than
most.

0 A wired (Ethernet) connection is the most reliable for a register that stays in one place —
use it if you can.

0 Wi-Fi is fine if the signal is strong and steady where the register sits. A weak signal is the
usual cause of stalled sales.

0 Keep your register OFF the public guest Wi-Fi. Give customers a separate guest network,
and keep payment devices on their own.

0 A cellular backup — a phone hotspot or a terminal with its own cell signal — keeps you
selling if the internet drops.

0 Set a strong router password and keep the router's firmware updated. That's most of your
network security right there.

0 Place the router or access point so the signal reaches the counter cleanly, not buried in a
closet behind the stock.

0 One rule to hold onto

Payment devices on their own connection, customers on a separate guest network.
That one habit improves speed, reliability, and card security all at once — and it costs
nothing to set up right.
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The parts of your network, in plain English

Before we connect anything, here are the few pieces involved and what each one
does. Nothing here is complicated once it's named.

The modem and the router

The modem is the box that brings the internet into your building from your provider. The router
shares that internet out to your devices, by cable and by Wi-Fi. Sometimes they're one
combined box; sometimes two.

Wi-Fi and the access point

Wi-Fi is the wireless signal your devices connect to. The router usually broadcasts it; in a
bigger space you might add a separate 'access point' to spread the signal further. A network
can broadcast more than one named Wi-Fi — more on that shortly.

Ethernet — the wired option

An Ethernet cable runs straight from the router to a device for a wired connection. It doesn't
drop, doesn't slow down when the room fills with phones, and can't be joined by a stranger.
For a fixed register, it's the steadiest choice there is.

0 You may already have what you need

Most small shops already own a router capable of all this — a separate guest network,
strong security, the lot. Often it's just a matter of turning on features you already have,
not buying new gear.
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Wired or Wi-Fi for your register?

Both work, but they're not equal for a register that stays put. Here's how to choose
for your counter.

A wired Ethernet connection is the most reliable option for a fixed station. It won't drop when
the shop fills with customers' phones, it keeps a steady speed, and no outsider can hop onto
it. If your register lives in one spot and a cable can reach it, wired is the choice I'd make.

Wi-Fi is perfectly fine when the signal is strong and steady where the register sits — and it's
the only option for a handheld you carry around the shop or dining room. The catch is that
Wi-Fi can weaken behind walls or sag when lots of devices crowd on, which shows up as a
sale that hangs.

A simple way to decide
+ Register never moves and a cable can reach it: go wired.

+ Register moves around the shop, or no cable can reach: use Wi-Fi, and make sure the
signal is strong at the counter.

« Either way, keep it off the guest network — that part doesn't change.

[0 Test the signal where it matters

Don't judge Wi-Fi by how it looks at the router. Stand where the register will sit and
check the signal there. If it's weak at the counter, move the router closer or run a cable
before opening day.
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Keep the register apart from your guests

This is the heart of the guide. Your payment devices and your customers' phones
should not share the same network. Here's why, and how.

When a stranger joins the same network as your register, you've handed a measure of trust to
someone you don't know. Keeping payment devices on their own network shrinks that risk,
keeps your register quick when the guest side is crowded, and lines up with how card-security
rules expect payment devices to be handled.

Three ways to keep them apart, simplest first

+ A separate guest network: most routers can broadcast a second, named Wi-Fi just for
customers, walled off from your own. Turn it on and put the public on it.

+ A separate SSID for payments: keep your register on your private Wi-Fi name (or wired),
and never share that name or password with customers.

« A VLAN (a more formal split, if your gear supports it): for a bigger shop, this cleanly
separates payment traffic from everything else. Ask whoever set up your network.

I Card security expects segmentation

PCI — the card industry's security rules — favors keeping payment devices separated
from other traffic. Using Square, Clover, Toast, or Shopify does most of the heavy
lifting, but keeping the register off the public network is your part. Our
card-security-questionnaire guide explains PCI plainly.
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Setting up a guest network for customers

Offering customers Wi-Fi is a nice touch — just do it on a network that's walled off
from your register. Most routers make this a checkbox.

A guest network is a second Wi-Fi your router broadcasts, kept apart from your main one.
Customers get internet, but they can't see or reach your register, your back-office computer,
or your other devices. It's the single easiest way to keep the public at arm's length.

A few sensible guest-network habits
+ Give it an obvious name and its own password, different from your private network.

« Turn on 'guest’ or 'client isolation' if your router offers it, so guests can't see each other
either.

« Never put a payment device, a register, or your back-office computer on the guest network.

« Change the guest password now and then, especially if it's posted on a wall for anyone to
read.

0 Name them so you never mix them up

Name your networks so the difference is obvious at a glance — something like
'‘ShopGuest' for customers and a private name only you know for the register. Clear
names stop the honest mistake of joining the wrong one.
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Where to put the router or access point

Half of all Wi-Fi trouble is placement. A router buried in a closet behind the stock
can't send a strong signal to your counter.

Wi-Fi is a radio signal, and it weakens with distance and through walls, metal, and water. Put
the router or access point out in the open, up high if you can, and reasonably close to where
the register sits. A clear line from the router to the counter beats a short distance through a
brick wall every time.

What weakens the signal

Thick walls, especially brick, concrete, or anything with metal in it.

Being shut inside a cabinet, closet, or metal enclosure.

Distance — the far corner of a deep shop may need a second access point.

A microwave or cordless phone right beside the router.

[0 A wired register sidesteps all this

Placement matters for Wi-Fi. If your register is wired, none of it applies to that device
— which is one more reason a cable is my first choice for a station that doesn't move.
Save the Wi-Fi fuss for the gear that must be wireless.
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A backup for when the internet drops

Internet outages happen, always at the worst time. A cellular backup keeps you
taking cards while the main connection is down.

The idea is simple: if your regular internet quits, you switch to the cell network instead — the
same signal your phone uses. There are two easy ways to have that ready, and either beats
turning customers away.

Two ways to have a backup ready

« A phone hotspot: your smartphone can share its cell data as Wi-Fi. In a pinch, connect
your register to it and keep selling. Free to set up, though it uses your phone's data.

« A terminal with its own cell: some handhelds (such as Square Terminal or Clover Flex,
depending on the model and plan — confirm current) can carry their own cell connection,
so they keep working on their own.

A backup pairs well with offline mode, which lets some systems queue card payments when
there's no connection at all. The two are different tools for the same problem — our
offline-mode guide covers the risks of the queueing approach, which matter.

[0 Practice the switch before you need it

Set up your hotspot once and do a test sale over it, so the steps are familiar. The
middle of an outage, with a line forming, is the wrong time to learn how your backup
works for the first time.
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Locking down the router itself

Your router is the front door to your network. Two simple habits handle most of its
security, and neither takes long.

A strong, changed admin password

Every router ships with a default admin password, and those defaults are public knowledge.
Change it to something strong and unique the day you set up. While you're there, set a strong
password on the Wi-Fi itself — that's a separate password from the admin login, and both
matter.

Firmware updates

Firmware is the router's own software, and makers release updates that fix security holes.
Turn on automatic updates if your router offers them, or check for an update every few
months. An out-of-date router is one of the easiest things for a troublemaker to take
advantage of.

I Defaults are not security

A router left on its factory password and old firmware is an open door, no matter how
good the rest of your setup is. These two steps are the floor, not the ceiling — do them
first, before you worry about anything fancier.
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Two kinds of small business, two setups

Your network setup depends on where and how you sell. A fixed shop and a
vendor on the move need very different things to stay connected and safe.

If you sell from a fixed counter or shop

You ring people up in one place with power and a wall jack nearby. You can run a proper little
network — wired where it counts, separate Wi-Fi for guests, and a backup ready.

+ Wire the register with Ethernet for the steadiest connection.

« Turn on a separate guest network so customers never share the register's Wi-Fi.
+ Place the router out in the open so the counter gets a strong signal.

+ Keep a phone hotspot ready as a backup for outages.

If you sell on the go — markets, trucks, house calls

You sell from a booth, a truck, or a doorstep, where your phone's signal is the whole network.
Keeping connected means a strong cell signal and gear that doesn't lean on Wi-Fi.

« Your phone's hotspot or a terminal with its own cell is your network — check the signal
before you set up.

« There's no guest network to worry about; just keep your own device secure.

« Know your system's offline rules for the spots where signal is poor (see our offline-mode
guide).

A battery pack keeps the phone that carries your connection alive all day.

[0 Which setup is yours?

If you're part shop, part market vendor, you may need a bit of both. Tell me where and
how you sell and I'll help you build a network that stays up and keeps payments safe.
Call (330) 200-8042.
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A simple layout that works for most shops
You don't need anything elaborate. Here's a plain layout that covers reliability,
guest Wi-Fi, and security for a typical small shop.

+ Modem and router from your provider, placed out in the open near the counter.

Register wired to the router with Ethernet if a cable reaches; Wi-Fi on your private
network if not.

A separate guest network turned on for customers, walled off from everything else.

A strong admin password and automatic firmware updates on the router.

A phone hotspot you've tested, ready as a backup for outages.

That's it. For most shops, salons, and cafes, this layout is plenty — steady, reasonably
secure, and nothing you have to babysit. A bigger or multi-location business might add VLANs
and extra access points, but the shape stays the same.

[J Write down your network details

Keep your network names, passwords, and the router's admin login written somewhere
safe but not posted at the counter. The day you add a device or something goes
wrong, you'll be glad you didn't have to hunt for them.
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Why a sale stalls — and it's usually the network

When a payment hangs or spins, owners blame the register. More often the
network underneath it is the real culprit.

A card payment has to reach the processor and come back in a second or two. If the
connection is weak, crowded, or dropping, that round trip stalls and the sale hangs. The
register is doing its job — it just can't get a clear line out.

The usual network causes

+ Weak Wi-Fi at the counter — the signal looks fine at the router but sags where the register
Sits.

+ A crowded guest network dragging down a register that shouldn't be on it in the first place.
« An internet outage, where a cellular backup would have kept you going.

« An old or overheating router that needs a restart or an update.

[J Restart the router first

When sales start hanging, the quickest first move is an old-fashioned restart of the
router — unplug it, wait half a minute, plug it back in. It clears a surprising share of
slowdowns before you dig any deeper.
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Troubleshooting a flaky connection

When the network acts up, work through it in order. Change one thing, test, then
move on — don't shotgun every fix at once.

What you're seeing First thing to try

Sales hang or spin Restart the router, test the signal

Weak signal at counter Move the router out, or go wired

Register slow at busy times Move it off the guest network

Internet fully down Switch to your phone hotspot

Can't join the Wi-Fi Re-check the network name and password
Keeps dropping all day Update firmware, or replace an old router

Most connection trouble clears in the top two rows. What lingers is usually weak placement or
an aging router — both worth fixing properly rather than restarting every day.

0 A wired register ends most of this

If a Wi-Fi register gives you steady grief, running one Ethernet cable to it is often the
whole fix. It takes the counter out of the Wi-Fi lottery entirely, and it's cheaper than a
new router.
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When you grow — more stations and locations

A single counter is simple. As you add registers, a back office, or a second site, a
little more structure keeps things steady and safe.

More devices mean more reason to keep payments separated from everything else. This is
where a VLAN earns its keep — a formal split that keeps payment traffic on its own lane even
on one network. For several stations or a kitchen printer, it's worth having someone set it up
right.

Across two locations, each site needs its own steady network and its own guest separation,
with your POS tying the sales together in one account. The principles don't change — wired
where it counts, guests kept apart, strong security — there's just more of it.

[0 Growing past one counter?

This is the point where a tidy network pays for itself — stalled sales at two registers is
twice the lost business. | can lay out something that grows cleanly with you. Call or text
(330) 200-8042.
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Your network setup checklist

Run through this once and your register will be steadier and safer than most shops
on the street.

0

The register is wired, or on strong Wi-Fi tested at the counter.

A separate guest network is on, and customers use only that.

No payment device or back-office computer is on the guest network.
The router's admin password is changed from the factory default.

The Wi-Fi has its own strong password, separate from the admin login.
Firmware updates are on automatic, or checked every few months.

A phone hotspot backup is set up and tested with a real sale.

Your network names and passwords are written somewhere safe.

00 Want it done right the first time?

Setting this up is exactly the kind of visit | do — I'll wire the register, split off a guest
network, lock down the router, and test a backup, all in plain English. Call (330)
200-8042.
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Common mistakes people make

A few avoidable slip-ups cause most network headaches at the counter. Now you'll
know them before they cost you a sale.

« Putting the register on the public guest Wi-Fi — slower, less secure, and against the
spirit of the card rules.

« Leaving the router on its factory password and never updating firmware, leaving the
front door wide open.

« Burying the router in a closet and then blaming the register when the signal can't reach
the counter.

« Having no backup for an outage, and turning customers away when the internet drops.

+ Relying on weak Wi-Fi for a register that never moves, when one Ethernet cable would
end the trouble.

I The one that risks more than a sale

Mixing your register in with the public network is the mistake that touches security, not
just speed. It's also one of the easiest to fix — flip on a guest network and move the
public over to it today.
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How this ties into card security

Your network choices aren't just about speed — they're part of keeping card data
safe, which the card industry takes seriously.

PCl is the set of security rules every business that takes cards is expected to follow. One
thing it favors is keeping payment devices separated from other traffic — exactly the
guest-network and segmentation habits in this guide. Using Square, Clover, Toast, or Shopify
with their own hardware handles most of the technical compliance for you.

What stays your job is the basics: keep payment devices off the public network, use strong
unigue passwords, keep the router updated, and don't write down or store full card numbers
yourself. Our card-security-questionnaire guide walks through what PCI asks of a small shop
in plain English, without the scary acronyms.

O You're closer to compliant than you think

If you use one of the big systems and follow the network habits here, you've done most
of what a small shop needs. Confirm your exact requirements with your processor —
but don't let the jargon frighten you.
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When it's worth getting a hand

Plenty of this you can do yourself with a calm afternoon. Here's when handing it off
Is the smarter move.

Turning on a guest network and changing a router password are things most owners can
manage. Running an Ethernet cable cleanly, setting up a VLAN, or sorting out why a signal
won't reach a far corner are jobs where a hand saves you an afternoon and a lot of guessing.

Your internet provider can help with the connection coming into the building, but they often
won't touch how you lay out your own network inside it. That in-between space — your router,
your register, your guest Wi-Fi — is where | come in.

O I'll set up the whole thing, cleanly

| can wire the register, split off a guest network, lock down the router, and test a backup
in one visit, and leave you notes you can actually read. Plain English, same day when |
can. Call or text (330) 200-8042.
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Setting honest expectations

A good network is one you forget about. Knowing what's normal keeps you from
chasing problems that aren't there.

Expect the occasional router restart, a firmware update now and then, and a rare outage
where your backup earns its keep. That's normal. A sound network should otherwise run
quietly in the background while you serve customers.

What you should not accept is daily stalling, a signal that never reaches the counter, or
turning customers away every time the internet hiccups. Steady trouble means something
needs fixing — placement, an aging router, or a register that belongs on a cable.

[0 Steady beats fast

A rock-steady connection that's merely quick beats a blazing one that drops twice a
day. When you're choosing gear or a plan, weigh reliability over top speed — your
register needs dependable, not record-breaking.
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How this fits with the rest of your setup

The network is the foundation the rest of your register sits on. Here's where it
touches the other pieces.

Your counter gear — printers, drawers, shared and kitchen printers — often rides on this
same network, which our receipt-printers-and-scanners guide covers. When the internet
drops, offline mode and your cellular backup keep you selling, which our offline-mode guide
gets into, risks and all. And the whole setup lines up with the card-security-questionnaire
guide on PCI.

Get the network steady and separate first, and everything above it behaves. Skip it, and you'll
chase faults at the register that were never the register's fault. It's the least glamorous piece
and the one most worth getting right.

[J One foundation, done once

If the moving parts feel like a lot, that's fair. | can set the network up as the solid base it
should be, so the register, the printers, and your backup all rest on something steady.
Call or text (330) 200-8042.
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Common Questions

The questions | hear most about the network behind the register, answered plainly.

Q: Can my register just use the same Wi-Fi as my customers?

I'd keep them apart. Put customers on a separate guest network and keep the register on its
own private Wi-Fi or a wired connection. It's faster, safer, and lines up with the card-security
rules.

Q: Is wired really better than Wi-Fi for the register?

For a register that stays in one spot, yes — a wired Ethernet connection doesn't drop, doesn't
slow down in a crowd, and can't be joined by a stranger. Use Wi-Fi for handhelds that move
around.

Q: What happens if my internet goes down mid-sale?

With a backup ready — a phone hotspot or a terminal with its own cell signal — you switch
over and keep selling. Some systems also queue payments in offline mode, which carries real
risk; see our offline-mode guide.

Q: Do I really need to change the router password?

Yes. Routers ship with default passwords that are public knowledge, so a factory password is
effectively no password. Change the admin login and set a strong Wi-Fi password, and keep
the firmware updated.

[0 Network got you stumped?

The network is the part folks find most intimidating and it's one of my favorite things to
sort out, because the fix is usually simpler than it looks. Call or text me at (330)
200-8042 and we'll get your register on solid ground.
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You don't have to figure this out alone

You just have to remember that a friendly, patient person who speaks plain English
is one call away.

| hope this guide made the network your register runs on feel a little less daunting and a lot
more doable. Keep it with your other business papers, come back to a page whenever you
need it, and don't feel you have to memorize a thing.

When you'd rather have a hand, that's exactly what | do. | come to your shop or your kitchen
table, work at your pace, and never make you feel rushed or silly for asking. A first visit is a
flat $99, and for the parts that don't need me on-site | can often help right on your screen for
$49. Every visit comes with a 30-day, come-back-free guarantee. | don't sell payment
processing and | earn no commission from any company — so the advice you get is just
honest advice. For the tax and legal fine points, I'll point you to your accountant or attorney.

O Bill's Home Tech —real help, close to home

Call or text me at (330) 200-8042, or visit BillsHomeTech.com. Serving Atwater and all
of Portage County. 30+ years of patient, plain-English tech help — and if you're ever
not 100% happy with a visit, I'll make it right or refund it. That's a promise. — Bill
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Wired or Wi-Fi for the Register?

For a station that stays put, wired wins

Wired (Ethernet) Wi-Fi

Reliability Very steady Depends on
signal
Moves around No Yes
Crowded shop Unaffected Can slow down
Outsider risk None Keep it secured

Wire a fixed register; use Wi-Fi for handhelds that move.
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A Simple, Safe Layout

Four steps to a steady, separated network

o |[ o |[ @ |[ ©
Place the router Wire the Split off guests Lock it and back
Out in the open, register A separate Wi-Fi up
near the counter - Ethernet if it -] for customers - Strong password,
reaches the spot hotspot ready
\. J J \\ J \ y

Most small shops need nothing more elaborate than this.
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Keep Payments and Guests Apart

Who belongs on which network

Private / wired Guest network

Your register

Back-office PC

Customer phones

Card security

Yes

Yes

No

Favored by PCI

Segmentation is better for speed and for card security both.

Never

Never

Yes

Keeps them apart

Tech Made Simple — Service Made Personal
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How Should This Device Connect?

Let the device decide the connection

What device is it?

A register that A handheld you A customer's
never moves? carry around? phone?
4 N\ N\ [ N\
Wire it with Private Wi-Fi, The separate
Ethernet -- the strong signal, guest network,
steadiest line not the guest net walled off
\. J . VRN J
[ Change the router's default password and keep its firmware updated. ]

llustration - a schematic, not to scale. Your setup may differ
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BILL'S HOME TECH

Home & Small Business Tech Solutions

Need a Real Person?

You do not have to remember all of it.
You just have to remember you can call.
Friendly, in-person tech help -- | come to you.

If you are not 100% happy with a visit, | will
make it right -- or refund it. No awkwardness,
no fine print. That is how | would want to be treated.

(330) 200-8042 - BillsHomeTech.com

Bill@BillsHomeTech.com - Mon-Sat 9:00 AM — 7:30 PM
— Bill

Bill can screen-share and fix many things remotely — a flat $49, free for Support Plan members.

© 2026 Bill's Home Tech, LLC - 30+ years of tech experience - Serving Portage County since 2025 - Fully Insured
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Home & Small Business Tech Solutions

A Note From BIll

A quick note from Bill.
| write these guides to make home tech a little less frustrating, and | do my best to keep every step
accurate and up to date. Still, every home, device, and setup is a bit different, so | can't promise a guide
will match yours exactly or fix your particular problem. These guides are for general information only —
they're not professional, legal, or financial advice, and they don't replace your device's own manual or
the manufacturer's instructions. Please go slow, use your own good judgment, and use everything here
at your own risk. If a step involves electrical wiring, a gas appliance, a water heater, plumbing, or
climbing a ladder — or if anything just doesn't feel safe — please stop and call a licensed professional
(or give me a call at 330-200-8042). Bill's Home Tech and Bill Davis can't be responsible for any
damage, data loss, or injury that comes from using these guides. Thanks for reading, and stay safe out
there.

.'i'-'-;

l"

Book a visit —
billshometech.com/book

Use of these guides is subject to our Terms of Use (billshometech.com/terms-of-use).

(330) 200-8042 - BillsHomeTech.com
Bill@BillsHomeTech.com - Mon-Sat 9:00 AM — 7:30 PM
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