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I Read this first — the two things that stop most attacks

Almost every small-business break-in starts in one of two ordinary ways: a password
that got stolen or guessed, or a convincing email that talked someone into clicking or
paying. You do not have to become a computer expert to stop most of it. Turn on
two-step sign-in (also called multi-factor authentication, or MFA) everywhere you can,
keep a backup you have actually tested, and give yourself permission to slow down
before you click a link, open an attachment, or send a payment. That is the whole
game, most days. The moment work lives on a personal phone or a home computer,
those same two steps — a second sign-in and a little caution — have to travel with it,
which is what this guide is about.

When work lives on personal devices

Almost every small business ends up here: a staffer checks work email on their
own phone, someone finishes a task on their home PC, the owner runs half the
business from a personal laptop. It's convenient and normal. It just needs a few
simple rules so your business data stays safe.

I'm Bill, and | run Bill's Home Tech here in Portage County, Ohio. In 30+ years of helping folks
and small businesses, I've seen that 'bring your own device' — BYOD, as it's called — usually
happens by accident, with no rules at all. That's not a disaster, but a short written policy turns
a fuzzy situation into a safe one.

Here's the whole idea: a lock on every device, automatic updates, a second sign-in step on
work accounts, no shared family logins for work, work data kept separate from personal, and
— importantly — your business keeping the ability to cut off work access if a device is lost or
someone leaves. That's a policy you can fit on one page.

O I'll help you write the one-page policy

If the idea of a 'BYOD policy' sounds like corporate paperwork, relax — for a small
business it's half a page of plain rules, and I'm glad to help you write and set it up. Call
or text me at (330) 200-8042.
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The whole policy, on one page
If you remember only these, you've got a BYOD policy that holds up.

O

Every device used for work has a screen lock — a PIN, fingerprint, or face unlock.
Automatic updates are turned on, for the phone or PC and its apps.

MFA (a second sign-in step) is on for every work account the device touches.

No shared family logins for work — the kids' tablet account doesn't get the work email.
Work data stays separate from personal, so it can be found and removed cleanly.

The business can remove work access if a device is lost or the person leaves — and
lost devices get reported right away.

I The real risk is a lost phone, not a hacker

For most small businesses, the likeliest BYOD trouble isn't a master hacker — it's a
phone left in a restaurant or a laptop stolen from a car, with work email wide open on it.
A screen lock plus the ability to cut off access turns that from a crisis into an
inconvenience.
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Why a few rules beat no rules

BYOD isn't bad — it's just unmanaged by default. A little structure keeps the
convenience without the exposure.

When work lives only on company-owned equipment, you control it. The moment it moves

onto personal phones and home computers, that control quietly disappears unless you set

some rules. The device belongs to the person, the family shares it, it travels everywhere —
and your business email, files, and logins are riding along.

None of this means banning personal devices; for a small business that's usually impractical
and unnecessary. It means agreeing, in advance and in writing, on a handful of sensible
conditions for using a personal device for work. Written down, those conditions protect
everyone: the business, the data, and the staffer who'd hate to be blamed for a lost phone.

The nice thing is that the rules are the same basics you'd want anywhere — a lock, updates,
MFA — just applied to devices you don't own. If you've read our other guides, none of this will
feel foreign.

[0 A policy is a kindness, not a crackdown

Clear rules spare your team from guessing and spare you from awkward after-the-fact
conversations. 'Here's how we use personal devices for work' is a gift of clarity, not a
show of distrust.
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A lock and automatic updates: the easy two

Start here, because they're quick, free, and stop the most common problems.

A screen lock on everything

Every phone, tablet, or computer used for work should lock itself and require a PIN,
fingerprint, or face to get back in. This is the single thing standing between a lost or stolen
device and whoever picks it up. Set it to lock automatically after a short idle time, not just
when manually pressed — people forget to press.

Automatic updates turned on

Updates quietly fix the security holes crooks rely on. On a personal device, nobody's IT
department is doing this, so turn on automatic updates for the operating system and the apps,
and let them install. An out-of-date phone or PC is a far easier target than a current one, and
there's no effort to keeping it current once auto-update is on.

[0 These two take five minutes and cost nothing

A screen lock and automatic updates are the lowest-effort, highest-value rules in the
whole policy. If a staffer does nothing else on their personal device, these two still
cover a lot of ground.
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A second sign-in step on every work account

The device matters, but the accounts matter more — and this is how you protect
them wherever they're used.

The real value on a personal device is usually the work accounts it can reach: email, files,
maybe your scheduling or point-of-sale. MFA — multi-factor authentication, a second sign-in
step beyond the password — means that even if someone gets the password or picks up the
unlocked phone, they still can't waltz into the work account without that second step.

So require MFA on every work account, no matter what device signs into it. This is the same
rule from our Microsoft 365 and Google Workspace guides; BYOD just makes it
non-negotiable, because you can't count on the device itself being as locked-down as a
company machine. The account's second step is your backstop.

I MFA is what saves you when a device is lost

Picture a staffer's phone stolen with work email signed in. If MFA is on, you can change
the password from somewhere safe and the thief is locked out — the second step they
don't have stops them cold. Without MFA, a stolen signed-in device is an open door.
This is the rule that holds up.
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Keep the family out of the work account

A home device is a shared device, and that's exactly where work and personal get
tangled in risky ways.

On a personal phone or home PC, the whole family often shares one account — the same
login the kids use for games, a spouse uses for shopping, everyone uses for everything. Work
accounts must not ride on that shared login. If the work email is reachable from the family's
shared account, then anyone using that device — or anything they accidentally install — can
reach your business too.

The rule is simple: work accounts get signed into separately, under the staffer's own work
credentials, not mixed into a shared family login. On a shared home computer, that often
means a separate user profile for work. It keeps a child's game download or a spouse's dodgy
email from becoming your business's problem.

I The shared tablet is a surprisingly common leak

Work email set up on the household tablet that the kids borrow is one of the quiet risks
| see most. If a device is genuinely shared with family, think hard before putting work
on it at all — and never under the shared family login.
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Keep work data separate from personal

This one quietly makes everything else easier — especially the day someone
leaves or a device is lost.

When work files and work email live in their own clearly separate place on a personal device
— a work app, a work account, a separate profile — two good things happen. You always
know where the business data is, and you can remove it cleanly without touching the person's
family photos or personal messages. Tangle them together and both jobs become impossible.

The easiest way to keep things separate is to keep work in the cloud accounts the business
controls — work email, work file storage — rather than copied down onto the personal device.
Then the device is just a window into the business's data, and closing that window is a matter
of removing access, not scrubbing a personal phone.

[0 Separate data means a clean, respectful exit

Keeping work data in business-controlled accounts means that when someone leaves,
you remove their access and the business data goes with it — their personal device
stays entirely their own. That's cleaner and kinder than ever having to inspect a
personal phone.
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Keep the power to cut off work access

This is the rule that makes a lost device or a departing staffer a non-event instead
of an emergency.

Because you don't own the device, your control lives at the account level: the business must
be able to remove a device's work access and sign it out remotely. For work email and files in
Microsoft 365 or Google Workspace, an administrator can typically revoke a device's access,
force a sign-out, or require a fresh login — so a lost phone or a former employee's laptop no
longer reaches your business.

Set this up before you need it. Make sure someone — you, or whoever holds your admin
account — knows how to cut off a device's access in your systems, and that it's part of the
deal when a staffer uses a personal device. This pairs directly with our offboarding guide:
when someone leaves, cutting off their personal device is part of the same day's work.

I Set up the 'off switch' before you need it

The worst time to learn how to cut off a device is the afternoon a phone goes missing.
Confirm now that you can remove a device's work access from your email and file
systems — or let me show you — so it's a two-minute task when it counts. Our guides
on removing account access walk through it.
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When a device goes missing — report it right away

Speed is everything here. The faster a lost device is reported, the less it can cost
you.

Make it a clear, blame-free rule: if a device used for work is lost or stolen, the person reports it
immediately — not after they've spent a day hoping it turns up. Fast reporting lets you cut off
its work access, change any exposed passwords, and, where the device supports it, remotely
lock or erase it before anyone can dig in.

The key is making people comfortable reporting fast. If staff fear getting chewed out for a lost
phone, they'll delay — which is the one thing that actually hurts you. Frame it so the quick
report is the good behavior, and losing a device is just something that happens.

+ Report a lost or stolen work device immediately, day or night.
« The business cuts off that device's work access and signs it out.

« Change any passwords that might have been exposed, with MFA still guarding the
accounts.

« Use the device's remote lock or erase if it's available.

I'A delayed report is the real danger

A lost phone with a screen lock and MFA is usually fine if reported fast. The same
phone, unreported for two days, gives a thief time to work. Make 'tell me the moment
it's gone' the rule everyone knows.
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Just you, or you and a team

The rules are the same either way, but who you're writing them for — yourself, or a
team — changes how you put them in place.

If it's mostly just you

When you run the business from your own phone and laptop, the 'policy’ is really a promise to
yourself. The device is yours, but the business data on it still deserves the same care.

Lock your devices and turn on automatic updates — treat your work phone like the
business tool it is.

Put MFA on every work account, so a lost device doesn't become a lost business.
Keep work in business-controlled cloud accounts, not scattered across personal folders.

Know how to remotely lock or erase your own phone, and keep a backup so losing it loses
no data.

If you have employees using their own devices

Here the policy is a real agreement with your team. Write it down, keep it short, and make the
expectations clear before anyone uses a personal device for work.

Put the handful of rules in writing and have each person acknowledge them — clarity
protects everyone.

Require MFA on all work accounts and confirm you can remove any device's access from
your admin tools.

Make lost-device reporting immediate and blame-free, so speed beats embarrassment.

Tie device offboarding to employee offboarding — the day someone leaves, their personal
device loses work access too.

[J Not sure how to put this in place?
Tell me how your team works and what they use their own devices for, and I'll help you
write a short policy and set up the account controls behind it. Call (330) 200-8042.
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Be careful on public Wi-Fi

Personal devices roam — coffee shops, airports, hotels. A little caution on shared
networks goes a long way.

Public Wi-Fi is convenient and usually fine for ordinary browsing, but it's a shared network you
don't control, so treat sensitive work with extra care on it. The good news is that the
protections you already have do most of the heavy lifting: modern websites and work apps
encrypt their connections, and MFA guards your accounts even on a sketchy network.

Still, a few sensible habits help. Avoid doing the most sensitive work — banking, moving
money — on random public Wi-Fi when you can use your phone's own cellular connection
instead. Be wary of networks with odd names impersonating a real business. And if your
business uses a VPN, a secure tunnel for your traffic, this is exactly where it earns its keep.

00 Your phone's hotspot beats a sketchy network

When you need to do something sensitive and the only Wi-Fi is a public one you don't
trust, use your phone's own cellular data or hotspot instead. It's a simple way to
sidestep the shared-network worry entirely.
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Putting it on one page
Here's the whole policy, short enough to actually read and sign. Adjust the wording
to fit your business.

A BYOD policy for a small business doesn't need legal language or pages of rules. It needs to
be clear, short, and acknowledged by anyone who uses a personal device for work.
Something like this covers it:

0 [I'll keep a screen lock and automatic updates on any device | use for work.

0 I'll use MFA on all work accounts and won't put work on a shared family login.

0 I'll keep work data in the accounts the business provides, not scattered on my device.

0 lunderstand the business can remove its work access from my device at any time.

0 [I'll report a lost or stolen device immediately, and | know | won't be blamed for reporting
fast.

0 I'll be careful with sensitive work on public Wi-Fi.
[J Keep it to one page on purpose
A one-page policy gets read and followed; a ten-page one gets filed and forgotten.
Resist the urge to add every possible rule — the six above carry almost all the
protection.
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Introducing it without friction

How you present the policy matters as much as what's in it. Done right, your team
will barely blink.

People bristle at rules that feel like surveillance and accept rules that feel like common sense.
So lead with the why: "This keeps our customers' information safe and protects you if your
phone ever goes missing.' Make clear you're not reading their texts or watching their device
— you're protecting the business data, and the controls live at the work-account level, not in
their personal life.

Walk through it together once — help each person turn on the screen lock, confirm updates
are automatic, check that MFA is on for work accounts. Fifteen minutes of setting it up
together beats a memo nobody acts on. Then it just runs quietly in the background.

O I can run the setup session for you

I'm happy to sit with your team and get everyone's devices squared away in one visit —
locks on, updates automatic, MFA confirmed — so the policy is real, not just words on
a page. Call (330) 200-8042.
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Respecting the person's own device

A good BYOD policy protects the business without reaching into someone's
personal life. That balance keeps everyone comfortable.

Because it's their device, be clear about what the business does and doesn't touch. For a
small business, the aim is to control the work data and work accounts — nothing more. You're
not monitoring their browsing, reading personal messages, or tracking where they go. Saying
so plainly earns the cooperation that makes the policy work.

This is another reason to keep work data separate and in business-controlled accounts: it
means that removing work access never requires wiping someone's whole phone or digging
through their personal files. The cleaner the separation, the more you can protect the
business while leaving the person's own life entirely alone.

[0 Say out loud what you won't touch

Telling your team plainly, ‘we only manage the work accounts, never your personal
stuff,’ removes the biggest objection to BYOD rules before it comes up. Trust is easier
when the boundaries are spoken.
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Two quiet safeguards worth a mention

Two more things that make a lost or broken personal device far less painful.

Device encryption

Turning on the device's built-in encryption means that if it's lost or stolen, the data on it can't
simply be read by pulling out the drive. Phones usually encrypt by default once a lock is set;
computers have built-in options worth turning on. Our encryption guide walks through this on
both Windows and Mac, and reminds you to save the recovery key somewhere safe.

A backup so nothing's truly lost

If the only copy of something important lives on a personal device, losing the device loses the
work. Keeping work in business-controlled cloud accounts handles most of this automatically,
but it's worth confirming that nothing critical exists only on one phone or laptop.

[0 Lock plus encryption is a strong pair

A screen lock keeps someone out; encryption keeps them out even if they try to
bypass the lock by removing the storage. Together they make a lost device a lost piece
of glass and metal, not a lost pile of your data.
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The personal device and the departing employee

A personal device going out the door with a former staffer is exactly where BYOD
and offboarding meet.

When an employee leaves, their own phone and laptop leave with them — and so does any
work access still on those devices unless you cut it off. This is why the "ability to remove
access' rule matters so much: on the person's last day, removing their work-account access
also closes the door on every personal device they used for work, all at once.

Make it part of your standard offboarding: when you disable someone's accounts, confirm
their personal devices no longer reach work email or files, and retrieve or delete any work
data that was stored locally. Our offboarding guide covers the full same-day routine; the
BYOD piece simply slots into it.

I' A clean exit depends on account-level control

If someone's personal phone still pulls your work email the week after they left, that's a
gap. Removing access at the account level, on their last day, is what closes it — which
is why you set up that control in advance.
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Settings move — aim for the goal, not the button

Phones and admin tools rename and relocate their settings constantly. The goals
stay the same.

Where you turn on a screen lock, enable automatic updates, or remove a device's access
from your work email — these move around as phones and software update. Don't be thrown
if a menu doesn't match what you remember. Look for the plain goal each time: a lock that
engages on its own, updates that install themselves, a way to sign a device out of your work
accounts.

When you can't find a setting, check your device's or admin tool's current help pages, or ask
someone you trust to find it with you. Better to confirm a protection is really on than to assume
it from an old screenshot.

[0 Menus moved? That's what I'm for

If a setting isn't where you expected on a phone or in your admin center, don't wrestle
with it alone — | keep up with where these live and can find it with you quickly, on-site
or on your screen. (330) 200-8042.
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Common Questions

The questions | hear most from owners about work on personal devices, answered
plainly.

Q: Can I really control a device I don't own?

You control the work accounts, not the device itself — and that's enough. Through your work
email and file systems, you can remove a device's access and sign it out remotely. So a lost
phone or a former employee's laptop stops reaching your business, without you owning it.

Q: Isn't it simpler to just ban personal devices?

For a few businesses, maybe — but for most it's impractical and people do it anyway. A short,
clear policy that allows personal devices under sensible rules is far more realistic than a ban
everyone quietly ignores.

Q: What's the single most important BYOD rule?

MFA on every work account, paired with the ability to remove a device's access. Together
they mean a lost or stolen device — the likeliest problem — doesn't become a break-in. A
screen lock is the close runner-up.

Q: An employee left and still has work email on their phone. What now?

Remove their work-account access right away — that closes the door on every personal
device at once — then confirm the phone no longer pulls work email and that any local work
data is deleted. Our offboarding guide covers the full routine.

[ Still have a question about personal devices?
There's no silly question here — this stuff trips up plenty of smart owners. Call or text
me and we'll sort out your setup together, in plain English. (330) 200-8042.
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A two-minute check you can run today

Before you write anything down, just look at the devices already touching your
work. You may be a few taps from safe.

0

O

O

Does every phone or PC with work email have a screen lock that engages on its own?
Are automatic updates on for those devices and their apps?

Is MFA on for the work accounts those devices reach?

Is any work on a shared family login that should be moved off?

Do you know how to remove a device's work access from your email system?

Does everyone know to report a lost device immediately?

Any 'no' is just a to-do, not a failure. Knock out the easy ones — a lock here, auto-update
there — and you've improved your security before lunch. The written policy can follow once
the basics are real.

0 Fix the easy 'no's first

Don't wait for the perfect written policy to start. Turning on a lock and auto-updates
today makes you safer today; the paperwork is just how you keep it that way as your
team changes.
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How this fits your bigger plan

BYOD rules aren't a separate project — they're one tidy corner of the simple plan
the rest of this series builds.

The same four habits run through everything: MFA, updates, backups, and the ability to cut off
access. A BYOD policy just applies them to the personal phones and home PCs that would
otherwise slip through the cracks. If you've set up MFA and offboarding already, you're most
of the way there — this guide mainly makes sure personal devices aren't the exception.

Fold your BYOD rules into your one-page security plan rather than keeping them on a
separate sheet nobody finds. One short plan that includes 'here's how we handle personal
devices' is easier to live by than a drawer full of policies. Our one-page plan guide shows how
to pull it all together.

[0 One plan beats many policies

The businesses that stay safe aren't the ones with the most documents — they're the
ones with a single plan they actually follow. Let BYOD be a paragraph in that plan, not
a binder of its own.
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The one thing to take away

If this guide leaves you with a single idea, let it be this.

Work on personal devices is here to stay, and it's fine — as long as a few simple rules travel
with the work. A lock, automatic updates, MFA, no shared family login, work kept separate,
and the business keeping the power to cut off access. Written on one page and actually
followed, those turn a fuzzy risk into a safe, ordinary part of how you work.

You don't need special software or a big budget — just clarity. Decide the rules, set them up
once with your team, and let them run quietly. The day a phone goes missing, you'll be very
glad you did.

[ Let's make your personal-device rules real
I'm glad to help you write the one-page policy and set up the controls behind it, so it's
protection you can rely on rather than words on a shelf. Call or text (330) 200-8042.
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You don't have to do this alone

You just have to remember that a friendly, patient person is one call away.

| hope this guide made personal phones and home PCs used for work feel a little less
daunting and a lot more doable. Keep it with your other business papers, come back to a
page whenever you need it, and don't worry about memorizing anything.

When you'd rather have a hand, that's exactly what | do. | come to your business, work at
your pace, and never make you feel rushed or silly for asking. A first visit is a flat $99, and for
the parts that don't need me on-site | can often help right on your screen for $49. Every visit
comes with a 30-day, come-back-free guarantee. I'm a tech helper, not a lawyer or your
insurance agent — for the legal and insurance pieces I'll help you understand the questions
and line up the right professional.

0 Bill's Home Tech —real help, close to home

Call or text me at (330) 200-8042, or visit BillsHomeTech.com. Serving Atwater and all
of Portage County. 30+ years of patient, plain-English tech help — and if you're ever
not 100% happy with a visit, I'll make it right or refund it. That's a promise. — Bill
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The Six BYOD Rules

Your one-page policy, at a glance

Why it matters

Screen lock Lock on its own Stops a finder
cold
Auto updates OS and apps Closes known
holes
MFA on work Every account Lost device,
locked out
Separate data Not shared Clean removal
logins later

Plus: report lost devices fast and keep the power to cut off access.
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A Phone Goes Missing

What happens when the rules are in place

o0 || © |[ © @
Report it fast Cut off access Change passwords Lock or erase
Immediately, Remove the device MFA still guards Remote wipe if
day or night - from work accounts -] every account - the device allows
\. J J \\ J \ y

A locked phone with MFA, reported fast, is an inconvenience -- not a crisis.
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Tangled vs Separate
Why keeping work separate pays off

Work mixed in Work kept
separate
Find the data Scattered around In known
accounts
Remove access Scrub the phone Revoke, done
Family login Kids can reach Work stays
it walled off

Keep work in business-controlled accounts, not personal folders
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Can This Device Be Used for Work?

A quick gut-check before you say yes

Does the device meet the
basics?

Lock, updates, Shared with Can you remove
MFA all on? the whole family ? access remotely?
4 N\ N\ [ N\
Good to go -- Not on a shared Set that up first,
keep work data login --use a before any work
separate work-only sign-in data lands on it
\. J . VRN J
[ If a device can't meet the basics, keep business data off it. ]

llustration - a schematic, not to scale. Your setup may differ
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BILL'S HOME TECH

Home & Small Business Tech Solutions

Need a Real Person?

You do not have to remember all of it.
You just have to remember you can call.
Friendly, in-person tech help -- | come to you.

If you are not 100% happy with a visit, | will
make it right -- or refund it. No awkwardness,
no fine print. That is how | would want to be treated.

(330) 200-8042 - BillsHomeTech.com

Bill@BillsHomeTech.com - Mon-Sat 9:00 AM — 7:30 PM
— Bill

Bill can screen-share and fix many things remotely — a flat $49, free for Support Plan members.

© 2026 Bill's Home Tech, LLC - 30+ years of tech experience - Serving Portage County since 2025 - Fully Insured
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A Note From BIll

A quick note from Bill.
| write these guides to make home tech a little less frustrating, and | do my best to keep every step
accurate and up to date. Still, every home, device, and setup is a bit different, so | can't promise a guide
will match yours exactly or fix your particular problem. These guides are for general information only —
they're not professional, legal, or financial advice, and they don't replace your device's own manual or
the manufacturer's instructions. Please go slow, use your own good judgment, and use everything here
at your own risk. If a step involves electrical wiring, a gas appliance, a water heater, plumbing, or
climbing a ladder — or if anything just doesn't feel safe — please stop and call a licensed professional
(or give me a call at 330-200-8042). Bill's Home Tech and Bill Davis can't be responsible for any
damage, data loss, or injury that comes from using these guides. Thanks for reading, and stay safe out
there.

.'i'-'-;

l"

Book a visit —
billshometech.com/book

Use of these guides is subject to our Terms of Use (billshometech.com/terms-of-use).
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