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1. Why this is a 'set it up now' guide
The work that saves you happens before anything goes wrong.

Most guides help you fix a problem you already have. This one is different: it's about the

handful of things you set up while your phone is still safely in your pocket, so that losing it

later is a shrug instead of a disaster. Nearly all the protection comes from preparation, and

almost none of it can be done after the phone is already gone.

Here's the honest truth: the day a phone goes missing is a stressful one, and it's the worst

possible time to learn how these tools work. If Find My is already on and you already know

where the 'erase' button lives, you act in minutes. If none of it is set up, you're left watching

a stranger hold the keys to your email, your photos, and your banking apps.

GOOD TO KNOW

Everything in this guide is free and built into your phone. There's no app to buy and no
subscription. It's about turning on what's already there and knowing where to find it.

So treat this as an afternoon's worth of quiet insurance. Twenty minutes now buys you a

calm, in-control response to something that happens to almost everyone eventually.

2. What's actually at risk
A phone is more than a phone — it's a ring of keys.

It helps to be clear-eyed about why a lost phone matters so much. Your phone isn't just a

way to call people. It's the device that holds your email, which can reset your other

passwords. It carries your banking and payment apps. It receives the text codes that guard

your accounts. And it's full of photos and messages you'd rather a stranger never saw.

• Your email — the master key that can reset your other passwords.
• Banking, payment, and shopping apps, often already signed in.
• The text and app codes that protect your accounts.
• Photos, messages, and contacts — your private life.
• Your phone number itself, if someone moves your SIM card.
The reassuring flip side is that a well-prepared phone gives a thief almost none of this. A

strong lock screen stops them at the door, and the ability to erase it from afar means that

even if they get past the lock, they find a blank slate. The goal of this guide is simply to

make sure that's the phone you're carrying.
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TIP

If this list feels alarming, good — let it be the nudge to spend twenty minutes this afternoon.
By the end of this guide, every item on it will be covered.

3. The whole plan, in one breath
So the steps ahead feel like a short list, not a mountain.

Before the details, here's the entire plan in one place. Everything else in this guide is just

the gentle, step-by-step version of these few moves, done once while the phone is still in

your hand.

1 Put a strong lock on the screen — face or fingerprint, plus a long PIN.
2 Turn on Find My iPhone, or Find My Device on Android.
3 Learn where 'mark as lost' and 'erase' live, before you need them.
4 Get your passwords out of plain notes and into a password manager.
5 Make sure your accounts have 2FA backup codes kept off the phone.
6 Set a SIM PIN, and turn on automatic backups.
That's the shape of it. You can do the whole list in one sitting or spread it over a few days

— each step stands on its own and makes a lost phone less painful, so there's no wrong

order and no wrong pace.

GOOD TO KNOW

Some of these live in your phone's Settings, and some live in your accounts. We'll point you
to each as we go. Android menus vary by maker — Samsung, Google Pixel, and others
arrange things a little differently — so look for the nearest matching heading.

4. Start with a strong lock screen
The one wall that stops a thief at the door.

The lock screen is your single most important defense, because it's the wall a thief hits the

instant they pick up your phone. A phone with no lock, or a lock a stranger can guess, is

wide open. A phone with a strong lock is, for most thieves, a paperweight they'll wipe and

sell rather than break into.

Set up two things: a face or fingerprint for everyday convenience, and a PIN or passcode

behind it. The face or fingerprint makes unlocking effortless, so you won't be tempted to

turn the lock off. The PIN is the real lock underneath, and it's worth making it a good one.
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• Choose a PIN of at least six digits — longer is better.
• Avoid obvious choices like 1234, your birth year, or a repeated digit.
• On Android, prefer a PIN or password over a swipe pattern, which is easier to spot over

your shoulder.
• Add your face or fingerprint on top, so the strong PIN never feels like a chore.

TIP

My guide on Face ID, fingerprint, and PIN explains exactly how each one works and why a
longer passcode is worth the few extra taps. It pairs naturally with this chapter.

5. How your face and fingerprint fit in
Convenience that actually makes you safer.

People sometimes worry that using their face or fingerprint is less safe than a passcode. In

practice it's the opposite. Because unlocking becomes instant and effortless, you keep the

lock turned on instead of disabling it out of frustration — and the strong passcode still sits

underneath for the times the face or fingerprint isn't used.

Your face and fingerprint never leave the phone. They aren't uploaded anywhere, and they

can't be stolen in a company data breach the way a password can. They're a local key that

works only on that one device, which makes them both convenient and private.

• Set up your face or fingerprint in the phone's Settings under a 'Face,' 'Touch,' or
'Biometrics' heading.

• Know that your phone will ask for the PIN after a restart, or if the face or fingerprint fails a
few times.

• That PIN fallback is why a strong PIN still matters even with a face or fingerprint set.

GOOD TO KNOW

There are a few moments — right after restarting, or after several failed tries — when the
phone insists on the PIN. That's by design, and it's why the PIN behind your face or
fingerprint should be a strong one.
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6. Turn on Find My iPhone
Apple's free tool to locate, lock, or erase from afar.

If you carry an iPhone, Find My is the feature that lets you see your phone on a map, lock

it, and erase it from another device — your iPad, a computer, or a family member's phone.

It's free and built in, but it only helps if it's switched on before the phone goes missing, so

this is a must-do.

1 Open Settings and tap your name at the top.
2 Choose 'Find My,' then 'Find My iPhone.'
3 Turn it on, along with the options to send the last location and find it even when offline.
4 Confirm you know your Apple ID email and password — that's what you'll sign in with to

find it.
The piece people forget is that finding your phone later means signing in to your Apple ID

from somewhere else. So this step is really two: turn on Find My, and make sure you know

— and can reach — your Apple ID login without the phone in hand.

WATCH OUT

If you don't know your Apple ID password, sort that out now while the phone works, not
during an emergency. My guide on recovering a locked Apple ID or Google account can
help if you're stuck.

7. Turn on Find My Device on Android
Google's equivalent — with menus that vary by maker.

On an Android phone, the matching tool is Find My Device, tied to your Google account. It

does the same jobs — locate on a map, lock, erase from afar — and like Apple's version, it

has to be on before the phone is lost. The catch with Android is that the exact menu names

differ depending on who made your phone.

1 Open Settings and look for a 'Security' or 'Google' section.
2 Find 'Find My Device' and make sure it's turned on.
3 Confirm location is enabled, since the tool needs it to show the phone on a map.
4 Make sure you know your Google account email and password.
On a Samsung phone there's often a second, separate service from Samsung itself, which

can work alongside Google's. A Google Pixel keeps things closer to plain Android.

Whatever the brand, the goal is the same: the feature on, location on, and your Google
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login known.

TIP

Because Android varies so much, it's worth actually testing it: once it's on, open Find My
Device from a computer and confirm your phone shows up. Better to learn it works now than
to hope it does later.

8. Learn the 'mark as lost' button now
Find the control before the stressful day arrives.

Both Apple and Google let you put a missing phone into a locked 'lost' state from afar. This

locks the screen, shows a message with a number to reach you, and keeps the phone

useless to anyone who finds it. The time to learn where this button is, and what it does, is

now — calmly, with the phone right in front of you.

• On iPhone, it's 'Mark As Lost' inside Find My.
• On Android, it's a 'Secure device' or 'lock' option inside Find My Device.
• Both let you show a short message and a contact number on the locked screen.
• Both keep the phone locked until you recover it or decide to erase it.
Marking a phone lost is the gentle first move when it goes missing — it buys you time. An

honest finder sees your contact message and can return it, while a thief is locked out. You

haven't erased anything yet, so if it turns up in the couch cushions, you simply unlock it and

carry on.

GOOD TO KNOW

You can practice without doing harm: open Find My or Find My Device and just look at the
options. Reading the buttons once, while nothing is wrong, is what makes you quick and
calm if the day ever comes.

9. Know how to erase it from afar
The last resort that keeps your life private.

If a phone truly isn't coming back, both Apple and Google let you erase it from afar, wiping

everything so the thief gets a blank device. It's the strongest move you have, and knowing

it's available — and where to find it — is a great comfort when a phone is gone for good.

• On iPhone, it's 'Erase This Device' inside Find My.
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• On Android, it's 'Erase device' inside Find My Device.
• Erasing is a last resort — once done, you usually can't locate the phone anymore.
• Thanks to backups, erasing costs you nothing you can't restore to a new phone.
The reason erasing feels safe to do is your backup. If your phone has been backing itself

up — which we set up later in this guide — then wiping the lost one loses you nothing.

Everything restores onto your next phone, and the thief is left with an empty brick.

WATCH OUT

Try marking the phone as lost before you erase it. If there's any chance it's merely
misplaced nearby, Lost Mode keeps the door open to recovering it; erasing usually closes
that door for good.

10. Get passwords out of plain notes
A note titled 'Passwords' is a gift to a thief.

Many people keep a note on their phone — in the Notes app, or a document — listing their

passwords, PINs, and account logins. It feels handy, but it's one of the most dangerous

habits there is. A thief who gets past your lock screen, or who finds the phone unlocked,

has your entire life in one tidy list, with nothing left to figure out.

• A plain note of passwords undoes every other protection in this guide.
• The same goes for a note of card numbers, your Social Security number, or bank PINs.
• Photos of your cards or documents in the camera roll are the same risk.
• If you have any of these, that's the first thing to clean up today.
The fix isn't to memorize everything or go without — it's to move those details into a proper

password manager, which keeps them locked behind their own strong protection even if

the phone is unlocked. That's the next chapter.

WATCH OUT

Delete any note, document, or photo on your phone that lists passwords, PINs, or card
numbers in plain view. Empty the deleted folder afterward, so the list is truly gone, not just
hidden.
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11. Where passwords should live instead
A password manager, locked behind its own key.

A password manager is an app whose whole job is to hold your passwords safely and type

them for you. The difference that matters here is that it stays locked behind its own master

password or your fingerprint, even when the phone itself is unlocked. So a thief holding

your open phone still can't read your logins.

• It keeps every password behind one strong master lock.
• It can fill your logins for you, so you never type or paste them from a note.
• It syncs to your other devices, so losing the phone doesn't lose your passwords.
• Good ones can store card numbers and secure notes too.
Setting one up is the single best upgrade most people can make to their everyday security,

and it directly solves the plain-notes problem from the last chapter. You move your logins in

once, and from then on the phone never carries them in the open.

TIP

My guides on choosing and on setting up your first password manager walk through this
gently. It's the one project here that pays off every single day, not just on the day a phone
goes missing.

12. 2FA that survives a lost phone
Make sure losing the phone doesn't lock you out.

Here's a trap that catches careful people: you turn on two-factor protection for your

accounts, all of it running through your phone — and then you lose the phone, and now

you can't get the codes to sign in anywhere, including the very accounts you need to lock

down the lost phone. The cure is to make sure every important account has a backup way

in that doesn't need that phone.

• Backup codes — one-time codes most accounts offer; print them and keep them off the
phone.

• A second device — codes or passkeys on a tablet or computer, so the phone isn't your
only key.

• A security key — a small physical key that works no matter what happens to the phone.
Think of it as never keeping all your keys on one ring. If your phone is the only thing that

can prove who you are, a lost phone becomes a lockout. A set of printed backup codes in a
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drawer, or a passkey on your computer, turns that lockout back into a minor errand.

GOOD TO KNOW

My guides on recovery codes and on two-factor the simple way cover this in depth. At a
minimum, print the backup codes for your email and your bank and tuck them somewhere
safe at home.

13. Set a SIM PIN against SIM-swap
Lock the little chip that carries your phone number.

Inside your phone is a small chip called the SIM card, and it's what ties your phone number

to the device. If a thief pops that chip into another phone, your number — and the text

codes sent to it — go with it. A SIM PIN locks the chip itself, so it's useless in another

phone without the code. It's a small setting with outsized value.

1 In Settings, look for a 'SIM' or 'Mobile network' area, then 'SIM PIN.'
2 Turn it on and set a PIN you'll remember.
3 Write that PIN somewhere safe, not on the phone.
4 Be aware the phone will ask for it when it restarts.
There's a related scam worth knowing, called a SIM swap, where a crook phones your

carrier pretending to be you and asks to move your number to their phone. The defense

there is a separate account PIN or passcode set with your carrier — ask them to add one,

so no one can move your number without it.

WATCH OUT

When you set a SIM PIN, don't guess at the existing one — a wrong guess several times
can lock the SIM and require a special code from your carrier to undo. If unsure of the
current PIN, ask your carrier before changing it.

14. Tidy up what shows on the lock screen
A locked phone can still leak things in plain sight.

Even a locked phone can reveal more than you'd like. By default, many phones show the

full text of incoming messages right on the lock screen — including the one-time codes that

protect your accounts. Someone holding your locked phone could read a code as it arrives

and use it, without ever unlocking the device.
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• Set message previews to stay hidden until the phone is unlocked.
• Limit what the lock screen shows from sensitive apps like email and banking.
• Keep your wallet or payment features behind a face, fingerprint, or PIN.
You don't have to strip the lock screen bare — it's handy to see that a call or message

came in. The aim is just to keep the contents of sensitive messages, especially security

codes, from showing until you've unlocked the phone and proven it's you.

GOOD TO KNOW

This setting usually lives under 'Notifications' in Settings, with an option like 'show previews'
set to 'when unlocked.' It's a two-tap change that closes a surprisingly common gap.

15. Turn on automatic backups
So a lost phone never means lost photos.

A backup is a saved copy of what's on your phone — photos, contacts, messages, app

data — kept in the cloud or on a computer. With backups on, a lost phone is only a lost

piece of glass and metal; everything inside it restores onto your next phone. Without them,

losing the phone can mean losing years of photos you can never get back.

• On iPhone, turn on iCloud Backup so the phone backs itself up over Wi-Fi.
• On Android, turn on backup to your Google account, and photo backup in Google

Photos.
• Let it run automatically, usually overnight while charging.
• Backups are also what make erasing a lost phone a worry-free decision.
Backups do double duty in this guide. They protect your memories, and they're what lets

you confidently erase a lost phone — because you know everything on it is safely copied

and will come back on a new device.

TIP

Check that your backup actually ran by opening the backup setting and looking at the date.
A backup that quietly stopped months ago helps no one — a quick glance confirms it's
doing its job.
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16. Keep a record of your phone's details
Information you'll want but can't get once it's gone.

If your phone is stolen, your carrier and the police may ask for details about it — the make,

the model, and a serial number. The trouble is those details often live on the phone itself,

so once it's gone, so are they. Jotting them down ahead of time means you have them

ready when you need them most.

• Note the make and model — for example, the brand and which model it is.
• Note the serial number and the device identifier, found in Settings under 'About.'
• Note your phone number and your carrier's account number.
• Keep this written somewhere that isn't the phone — a drawer, or a note on your

computer.
This takes five minutes and lives quietly in a drawer until the day you need it. If that day

comes, having these details ready can speed up suspending the line and filing a report,

and it may help the device be flagged as stolen.

GOOD TO KNOW

The device identifier and serial number live in Settings under a heading like 'About phone' or
'General, then About.' Copy them to a safe spot while the phone is in your hand.

17. The first hour if it's gone
A calm checklist for the moment it happens.

If your phone goes missing, the first hour matters, but it's not a reason to panic —

especially if you've set up the steps in this guide. Work down this list in order, from another

device, and you'll either find the phone or render it harmless.

1 Open Find My or Find My Device from another phone or a computer, and see it on the
map.

2 If it's somewhere safe and nearby, make it play a sound and go retrieve it.
3 If it's not, mark it as lost so it locks and shows your contact message.
4 Call your carrier to suspend the line, which stops calls, texts, and data.
5 Change the password on your email first, then your bank and anything important.
6 If it won't be recovered, erase it from afar.
Notice the order: locate, then lock, then suspend the line, then protect your accounts, and

only erase as a last resort. Each step limits the damage a little more, and because you

prepared, you can move through them quickly instead of hunting for how they work.
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TIP

Keep this list where you can reach it without the phone — printed, or in the cheat sheet on
the first pages of this guide. In the moment, a written checklist steadies the nerves.

18. Reporting it, and lost versus stolen
Who to tell, and how the two cases differ.

A phone that's simply misplaced and one that's been stolen call for slightly different

responses, though they overlap. For both, you'll want to lock or erase the phone and

protect your accounts. For a theft, there are a couple of extra steps worth taking.

• Both — lock or erase the phone, and change your key passwords.
• Both — call your carrier to suspend the line so no one runs up charges or gets your texts.
• Stolen — file a police report; you may need it for insurance or your carrier, and have your

phone's details ready.
• Stolen — ask your carrier to block the device by its identifier, so it can't be reactivated.
Resist the urge to go confront a thief yourself, even if the map shows the phone's location.

The phone is replaceable and you are not. Share the location with the police if you report a

theft, and let them handle any recovery.

WATCH OUT

After a theft, watch for scam messages claiming to 'help you recover your phone' or saying
your phone was 'found' with a link to sign in. Thieves use these to steal your account
password. Never sign in through a link in such a message.

19. Protecting payment and banking apps
The apps a thief most wants to reach.

Your banking, payment, and wallet apps are the ones a thief most hopes to find open, so

they deserve a second layer beyond your lock screen. The good news is most of them offer

exactly that, and turning it on takes moments.

• Turn on the app's own face, fingerprint, or PIN lock, so it's protected even on an unlocked
phone.

• Don't let banking apps stay permanently signed in without that extra lock.
• Keep your tap-to-pay wallet behind a face, fingerprint, or PIN — it usually is by default.
• Remove saved card details from shopping apps you rarely use.
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The pattern here mirrors the password manager: the most sensitive things on your phone

should have their own lock, so that getting past the screen isn't the same as getting into

your money. A thief who finds every door locked separately gives up quickly.

GOOD TO KNOW

If the worst happens, call your bank's number — the one on the back of your card or on their
official site — and tell them. They can watch for fraud and, if needed, freeze things. Never
act on a call that comes to you claiming to be the bank.

20. Helping a spouse or parent get ready
The same steps, done together, before anything goes wrong.

If you look after the technology for a spouse, a parent, or a friend, getting their phone ready

is one of the kindest, most practical things you can set up — and it's far easier to do

together, calmly, than to sort out over the phone during an emergency.

• Make sure their phone has a strong lock and that Find My is on and tested.
• Know their Apple ID or Google login, or keep it where a trusted helper can reach it.
• Keep a copy of their phone's details and carrier account PIN with the family records.
• Print their 2FA backup codes and store them with the household's important papers.
The aim is that if their phone goes missing, someone who helps them can act quickly on

their behalf — locate it, lock it, call the carrier — without scrambling to find logins in a

panic. A little preparation shared across the family protects everyone.

TIP

My guides on the family password manager and on emergency access for a trusted person
cover exactly where to keep these logins so the right people can reach them and no one
else can.

21. A quick readiness self-check
A short list you can measure yourself against.

It helps to have a clear picture of the finish line. Here's what a well-prepared phone looks

like. If you can nod at each line, a lost phone would be a nuisance rather than a nightmare.

• A strong lock screen — face or fingerprint, plus a long PIN.
• Find My iPhone or Find My Device turned on and tested.
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• You know where the 'mark as lost' and 'erase' buttons are.
• No passwords or card numbers sitting in plain notes or photos.
• 2FA backup codes for your key accounts, kept off the phone.
• A SIM PIN set, and automatic backups running.
You don't have to reach every line in a day. Each one you check off shrinks what a lost

phone could cost you, so treat it as a list to work down at your own pace, not a test to pass

all at once.

GOOD TO KNOW

If you've got the lock screen, Find My, and backups in place, you've done the three things
that matter most. Everything else on the list is welcome extra armor on top of a solid core.

22. Common snags and how to clear them
The handful of things that trip people up.

A few predictable bumps come up when people get a phone ready. None is serious, and

each has a simple fix, so don't let any of them stop you.

• 'I don't know my Apple ID or Google password' — sort this out now; finding a lost phone
depends on it. My recovery guide can help.

• 'Find My shows my phone offline' — it still shows the last known spot, and can lock or
erase once the phone next connects.

• 'The menu names don't match' — Android varies by maker; look for the nearest heading
like 'Security' or 'Google.'

• 'I'm worried a long PIN is a hassle' — add your face or fingerprint on top, and you'll rarely
type the PIN.

The snag that matters most is not knowing the account login your phone is tied to, because

everything else depends on it. If that's you, make fixing it today's first task — it's the

foundation the rest of this guide stands on.

TIP

Test Find My once, from a computer, while the phone is safely in your hand. Seeing it work
— and signing in successfully — is the surest way to know you're truly ready.
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23. Keep it ready over time
A short habit keeps the preparation fresh.

You've done the hard part by setting everything up. Keeping it ready takes only a short look

now and then, especially after anything changes — a new phone, a new carrier, a new

account. Tie the check to something you already do each year so it's easy to remember.

1 Confirm Find My is still on, and your account login still works.
2 Check that your backup ran by glancing at the date it shows.
3 Make sure no new passwords have crept into plain notes.
4 Confirm your printed backup codes and phone details are still where they belong.
The moment this matters most is when you get a new phone. In the bustle of setting one

up, it's easy to forget to turn Find My back on or to move your backups over. A quick check

after any phone change keeps your readiness from quietly lapsing.

GOOD TO KNOW

When you replace a phone, remember to erase or factory-reset the old one and remove it
from your account before it leaves the house, so nothing of yours stays behind on it.

24. Public Wi-Fi and the phone you carry
A quieter risk than loss, worth a plain word.

Losing a phone is the dramatic risk, but the phone you carry faces a quieter one too: the

networks it joins. Free Wi-Fi at a cafe, a hotel, or an airport is convenient, and mostly fine

for ordinary browsing — but it's worth a little care with anything sensitive, since you don't

control who else is on that network.

• For banking or anything private, prefer your own phone's cellular data over open Wi-Fi.
• Make sure a website shows the little padlock in the address bar before you sign in.
• Turn off the setting that joins open networks automatically, so you choose when to

connect.
• Be wary of a network named to look official that asks you to 'sign in' with an account.
None of this means avoiding public Wi-Fi altogether. It means saving the sensitive tasks —

your bank, your email, a purchase — for a network you trust or your own cellular

connection, and treating a surprise sign-in page on free Wi-Fi with the same suspicion

you'd give any unexpected request.
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GOOD TO KNOW

Your phone's own cellular data is private between you and your carrier, which makes it a
safer choice than open Wi-Fi for anything that matters. When in doubt, turn Wi-Fi off and
use your data.

25. Why phones are the thief's favorite
Understanding the target helps you guard it.

It's worth understanding why phones are stolen so often, because it explains what you're

really protecting against. Thieves want two things from a phone: the device itself, which

they sell, and the life inside it, which is far more valuable if they can reach it. The steps in

this guide attack both — a locked, erasable phone is hard to sell and impossible to loot.

• A phone they can't unlock is worth far less, so a strong lock lowers your appeal as a
target.

• A phone they can't reactivate after you've blocked it is nearly worthless to resell.
• A phone that holds no plain passwords gives up nothing even if somehow unlocked.
This is why the modern locks matter so much. Apple and Google both tie a phone to your

account so tightly that a stolen one can't simply be wiped and reused by a thief, which has

made ordinary phone theft far less rewarding than it once was — as long as the features

are switched on.

TIP

The plain lesson is that your preparation doesn't just protect you after a theft — it makes
you a less appealing target in the first place. A phone known to be locked and traceable is
one a thief would rather skip.

26. A few everyday habits that help
Small routines that keep the phone and its contents safe.

Beyond the settings, a handful of ordinary habits keep your phone and everything in it safe

without any special skill. None takes more than a moment, and together they close the

easy doors a thief relies on.

• Keep your phone's software updated — updates fix the holes crooks poke at.
• Be mindful of your phone in crowds, cafes, and on public transit.
• Don't hand your unlocked phone to a stranger who asks to 'make a call.'
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• Set the screen to lock itself quickly when you're not using it.
• Trust your gut — if a message, call, or Wi-Fi network feels off, it probably is.
These aren't about living in fear. They're the digital version of not leaving your wallet on a

cafe table while you step away — small, automatic habits that make you a far harder target

than the person who skips them.

TIP

A quick auto-lock is an easy win: set your screen to lock after a short idle time. That way a
phone set down for a moment, or snatched from a table, locks itself before anyone can poke
around.

27. Putting it all together
The whole plan, start to finish, so it feels doable.

Let's bring it home. Getting ready for a lost phone comes down to a short, sturdy list: a

strong lock screen, Find My turned on and tested, knowing how to lock and erase from

afar, passwords kept out of plain notes, 2FA backup codes stored off the phone, a SIM

PIN, and automatic backups. Do those, and a missing phone becomes an errand, not a

catastrophe.

1 Put a strong lock on the screen, with face or fingerprint on top.
2 Turn on Find My and test it from a computer.
3 Learn where 'mark as lost' and 'erase' live.
4 Move passwords into a manager; clear them from notes.
5 Keep 2FA backup codes and your phone's details off the phone.
6 Set a SIM PIN and turn on automatic backups.
No subscription, no gadget, no ongoing chore — just an afternoon of quiet preparation.

Once it's done, the phone in your pocket is one you could lose tomorrow and still sleep

soundly, because you'd know exactly what to do and that nothing of yours is truly at risk.

GOOD TO KNOW

If any single step here feels like one too many, you don't have to do it alone. Walking
through exactly this, at your kitchen table or over a screen-share, is one of the most
common things I help folks with.
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28. Frequently asked questions
Quick answers to the things people ask most.

Can I find my phone if it's turned off? You can still see its last known location, and you can

set it to lock or erase the moment it next connects to the internet.

Is a six-digit PIN really better than four? Yes. Each extra digit makes guessing far harder,

and with your face or fingerprint on top you'll rarely type it anyway.

Should I erase my phone right away if it's lost? Not first. Try locating and marking it as lost

— erasing usually ends your ability to find it. Erase only when you're sure it's gone for

good.

What if all my codes were on the lost phone? That's why we keep backup codes off the

phone. With those, a second device, or a security key, you can still sign in and lock things

down.

My phone is an Android — why are the steps vague? Because makers like Samsung and

Google arrange menus differently. The features are the same; look for the nearest

matching heading like 'Security.'

TIP

If any of these steps feels like one too many, that's exactly the kind of thing I can sit down
and do with you — in person or remotely — in under an hour.

CHEAT SHEET

Your Lost-Phone Readiness Cheat Sheet
Keep this page where you'll find it — not only on the phone. It's the short version of

everything in this guide, plus what to do in the first hour if your phone goes missing.

Set up ahead of time
1 Turn on a strong lock screen — face or fingerprint, plus a long PIN.
2 Turn on Find My iPhone, or Find My Device on Android.
3 Learn where the 'mark as lost' and 'erase' buttons are.
4 Move passwords out of plain notes into a password manager.
5 Set a SIM PIN with your phone carrier.
6 Turn on automatic backups so you lose nothing.

Keep these somewhere other than the phone
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• Your 2FA backup codes for your important accounts.
• Your carrier's phone number and account PIN.
• A note of your phone's make, model, and serial number.

First hour if it's gone
1 From another device, open Find My and locate it on a map.
2 Mark it as lost, which locks it and shows a contact message.
3 If it won't turn up, erase it from afar.
4 Call your carrier to suspend the line, then change key passwords.
5 Stuck? Call Bill's Home Tech at (330) 200-8042.

WORDS TO KNOW

Plain-English Word List
Lock screen — The first wall a phone puts up, asking for your face, fingerprint, or PIN before

anyone can use it. Your single most important phone defense.

Find My iPhone — Apple's free feature that locates your iPhone on a map and lets you lock or

erase it from another device.

Find My Device — Google's equivalent for Android phones — locate, lock, or erase a missing

phone from elsewhere. Menu names vary by maker.

Lost Mode — A setting that locks a missing phone, shows a message with a contact number,

and keeps it locked until you recover it or erase it.

Remote erase — Wiping a lost phone from afar so a thief gets a blank device and none of your

information.

SIM card — The small chip that ties your phone number to the phone. If moved to another

phone, your number — and your text codes — go with it.

SIM PIN — A short code that locks the SIM card itself, so a thief can't pop it into another phone

and take over your number.

SIM swap — A scam where a crook convinces your carrier to move your number to their

phone, hijacking your calls and text codes.

Backup — A saved copy of your phone's contents in the cloud or on a computer, so a lost

phone doesn't mean lost photos or contacts.

Two-factor (2FA) — A second check at sign-in. If it relies only on your phone, a lost phone can

lock you out — which is why backup codes matter.
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AT A GLANCE

A Picture to Follow Along

Get Ready Before It's Gone
Three things set up ahead of time turn a crisis into a shrug.

1

1. Strong

lock screen

2

2. Find My

turned on

3

3. Know how

to erase it

A phone you can lock and erase from afar is a phone a thief can't use.

Illustration - the readiness steps that protect a lost or stolen phone.
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AT A GLANCE

A Second Look

Caught Off Guard vs. Set Up Ahead
The same lost phone, two very different days.

Caught Off Guard

No lock screen

Find My was off

Passwords in Notes

No backup, no plan

Set Up Ahead

Locks itself at once

Locate or erase it

Passwords safe elsewhere

Backup, calm plan

Everything on the right is free and takes about twenty minutes to set up.

Illustration - readiness is what decides how bad a lost phone feels.

BEFORE YOU GO

A Note From Bill
A quick note from Bill. I write these guides to make home tech a little less frustrating, and I do

my best to keep every step accurate and up to date. Still, every home, device, and setup is a

bit different, so I can't promise a guide will match yours exactly or fix your particular problem.

These guides are for general information only — they're not professional, legal, or financial

advice, and they don't replace your device's own manual or the manufacturer's instructions.

Please go slow, use your own good judgment, and use everything here at your own risk. If a

step involves electrical wiring, a gas appliance, a water heater, plumbing, or climbing a ladder

— or if anything just doesn't feel safe — please stop and call a licensed professional (or give

me a call at 330-200-8042). Bill's Home Tech and Bill Davis can't be responsible for any

damage, data loss, or injury that results.
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HOW I CAN HELP

Your Visit — and My Promise
In-home visit — $99 flat for your first visit. No contracts and no surprise charges, and a

30-day follow-up is included.

Remote Support — $49 for a screen-share session. I only connect with your permission, you

watch the whole time, and you can end anytime. If I can't fix it over the screen-share, I refund

the $49 — and if it turns out you need me in person, that $49 goes toward your visit. It's

included free for Support Plan members ($39/mo).

GOOD TO KNOW

My promise — If you're not 100% satisfied with your visit, I'll come back at no charge, or
refund the full $99. No questions, no awkwardness. That's how I'd want to be treated.

Call or text (330) 200-8042 · Book a visit: billshometech.com/book · bill@billshometech.com

This free guide is for general information only — not professional advice, and no substitute for your device's own manual. Any prices
or outside products mentioned can change; please confirm current details before you buy. Please use your own good judgment and
follow it at your own risk — for anything involving electricity, gas, water, or heights, stop and call a licensed professional. Bill's Home

Tech and Bill Davis can't be responsible for any damage, data loss, or injury that results. © 2026 Bill's Home Tech, LLC.


