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What's Inside
Everything in this guide, with page numbers. Skip to whichever chapter answers your
question right now.
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1. The one idea to carry away
Your face and finger are shortcuts; the PIN is the lock.

If you remember one thing from this whole guide, make it this: your face and your

fingerprint are fast, friendly shortcuts for typing your passcode — but the passcode itself is

the real lock. Everything else here is just explaining why that's true and what it means for

you.

People sometimes think Face ID or a fingerprint is what's protecting their phone. It's more

accurate to say they're the convenient front door, and the passcode is the deadbolt behind

it. When it truly matters — after a restart, or when the phone is unsure it's you — the phone

falls back to asking for that passcode. So a strong passcode is the thing that really keeps

your phone safe.

GOOD TO KNOW

This isn't a reason to skip Face ID or a fingerprint. Use them — they're wonderful. Just know
that setting a strong passcode underneath is what does the heavy lifting.

I help folks with this all the time, and once this one idea clicks, the rest of the settings make

easy sense. Let's walk through them gently.

2. What biometrics actually are
Unlocking with a part of you, not a code.

'Biometrics' is a fancy word for a simple idea: unlocking something using a part of your

body instead of a typed code. Your face and your fingerprint are the two your phone can

use. The phone takes a careful measurement of them once, stores that measurement

safely, and then checks each time you want in.

The appeal is obvious. You pick up your phone and it's open before you've thought about it

— no code to type, nothing to remember in the moment. For most people, most of the time,

that's how they get into their phone all day long.

• Face unlock — the phone recognizes your face when you look at it.
• Fingerprint unlock — the phone reads your fingertip on a sensor.
• Both are tied to one phone and set up by you.
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GOOD TO KNOW

Your phone doesn't keep a photograph of your face or a picture of your fingerprint. It keeps
a mathematical description — a kind of code that can't be turned back into a picture of you.

3. Face ID on iPhone and iPad
How Apple's face unlock works.

On newer iPhones and iPads, Apple's face unlock is called Face ID. When you set it up,

the phone asks you to move your head slowly in a circle so it can learn the shape of your

face from many angles. After that, you just glance at the phone and it opens.

Face ID uses a special set of sensors that map the shape of your face in three dimensions,

not a flat photo. That's why a picture of you generally won't fool it. It also adapts over time

as your appearance changes a little, and it works in the dark.

• Set it up under Settings, then 'Face ID & Passcode.'
• You can add a second appearance — handy if you sometimes wear heavy glasses.
• You choose what it unlocks: the phone, app sign-ins, purchases, and more.

TIP

If Face ID often fails for you, re-setting it up in good light, holding the phone where you
naturally hold it, usually improves things. You can also add an 'alternate appearance' for
extra reliability.

4. Touch ID — Apple's fingerprint
The fingerprint option on many Apple devices.

Before Face ID, and still on some iPhones and iPads, Apple used a fingerprint reader

called Touch ID, usually built into the home button or the side button. You rest your finger

on it and the phone opens. Many folks find a fingerprint more comfortable than face unlock,

especially if they prefer not to hold the phone up to their face.

1 Open Settings, then 'Touch ID & Passcode.'
2 Choose 'Add a Fingerprint.'
3 Rest and lift your finger repeatedly as the phone learns it.
4 Add a second finger if you like — your other thumb, say.
Adding two or three fingers is genuinely useful. You might pick the phone up with either

hand, so registering both thumbs and a forefinger means it opens smoothly however you
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grab it.

GOOD TO KNOW

A fingerprint reader can struggle if your finger is wet, very dry, or has a bandage on it. That's
normal — just type your passcode those times, and the phone will keep working.

5. Fingerprint unlock on Android
The same idea, different makers.

Android phones — the big makers being Samsung and Google's Pixel — have offered

fingerprint unlock for years. Depending on the phone, the sensor sits on the back, on the

side power button, or under the glass of the screen itself. Wherever it is, the idea is the

same as Apple's: register your fingerprint once, then touch to unlock.

Because Android is made by many companies, the exact menu names differ. On a

Samsung you'll look under 'Security and privacy' and then 'Biometrics.' On a Pixel, it's

under 'Security' and then 'Face & Fingerprint Unlock.' The wording varies, but you're

always looking for a 'Biometrics' or 'Fingerprint' heading.

• Samsung — Settings, then 'Security and privacy,' then 'Biometrics.'
• Pixel / Google — Settings, then 'Security,' then 'Face & Fingerprint Unlock.'
• An under-screen sensor shows you where to press with a little symbol.

TIP

On an under-screen fingerprint sensor, pressing a touch more firmly and holding a
half-second longer often reads better than a quick tap. A screen protector that's too thick
can sometimes interfere.

6. Face unlock on Android
Convenient, but not all face unlocks are equal.

Many Android phones also offer face unlock, but there's an important difference to

understand. Some use advanced sensors that map your face in depth, much like Apple's.

Others use only the ordinary front camera, which is more of a convenience and can

sometimes be fooled by a photo. The phone's maker decides which kind you have.

Because of this, some Android phones won't let you use face unlock for the most sensitive

things — like approving a payment — even though it opens the phone. That's the phone
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being appropriately careful, and it's a sign the face unlock is the simpler camera kind.

• Depth-sensing face unlock is stronger and may be allowed for payments.
• Camera-only face unlock is handy but better paired with a fingerprint for sensitive tasks.
• When in doubt, a fingerprint plus a strong passcode is a dependable combination.

GOOD TO KNOW

If your Android offers both face and fingerprint, there's no harm in setting up both. The
phone will use whichever is handy, and you'll always have the passcode underneath.

7. The passcode is the real backstop
Why the numbers matter more than the face.

Here's the heart of it. Your face and fingerprint are shortcuts that stand in for your

passcode during everyday use. But the passcode is what actually protects the contents of

your phone. If someone powers your phone off and on, or if the biometrics fail enough

times, the phone demands the passcode — and without it, the phone's data stays locked

and scrambled.

That's why a weak passcode undoes everything. A thief who somehow learns your

four-digit code doesn't need your face at all — the code alone opens the phone. A strong

passcode, on the other hand, is extremely hard to guess, and the phone fights back

against anyone trying.

WATCH OUT

The most important setting on your phone isn't Face ID — it's your passcode. If it's a
four-digit number, a birthday, or 1234, please change it. A longer code is dramatically
harder for anyone to guess.

None of this means Face ID or a fingerprint is unsafe. It means they rest on the passcode,

and the passcode deserves your care.
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8. Setting a strong passcode
A few numbers of effort, a lot of protection.

Making your passcode strong takes about a minute and is the single best thing in this

guide. The goal is a code that's easy for you to remember but very hard for anyone else to

guess. Length is what matters most — every extra digit makes guessing vastly harder.

1 Open your passcode settings (see the cheat sheet for where).
2 Choose to change the passcode.
3 Pick 'custom numeric code' and use six digits or more.
4 Avoid birthdays, anniversaries, repeated digits, and 1234-style patterns.
5 Confirm it, and say it to yourself a few times to set it in memory.
Six digits is a sensible minimum. If you're comfortable, a longer numeric code, or even a

short word-and-number passphrase where your phone allows it, is stronger still. The

number stays in your memory with a day or two of use.

WATCH OUT

Don't reuse your bank-card PIN as your phone passcode. If someone watches you type
one, you don't want it to unlock the other. Give the phone its own number.

9. Why your face and fingerprint never leave the phone
The privacy question, answered plainly.

This is the worry I hear most: 'Is my face or fingerprint being sent somewhere? Is a

company keeping it?' The reassuring answer is no. On Apple and on the major Android

phones, the measurement of your face or fingerprint is stored in a sealed-off part of the

phone's own chip and never leaves the device.

It isn't uploaded to the maker, it isn't kept on the internet, and apps can't reach in and grab

it. When you unlock, the phone checks your face or finger against that sealed copy right

there on the device, and all the app is told is a simple yes or no. Your actual biometric

stays put, on the phone in your hand.

GOOD TO KNOW

This sealed-off area has a name — on Apple it's the 'Secure Enclave,' and Android phones
have an equivalent. You don't need the jargon; just know your face and fingerprint live
there, locked away, not on some company's computer.
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So setting up Face ID or a fingerprint doesn't hand your identity to anyone. It's a private

measurement that stays with your phone and vanishes if you ever erase the device.

10. When the phone asks for the PIN instead of your face
These moments are the system working as designed.

Every so often your phone will ignore your face or fingerprint and insist on the passcode.

This isn't a glitch — it's deliberate, and it happens at the moments when the phone wants

to be extra sure it's really you. Knowing when to expect it keeps it from feeling alarming.

• Right after you restart or turn the phone on.
• After several failed face or fingerprint attempts.
• When the phone hasn't been unlocked for a stretch of time.
• After a software update.
• When you go to change security settings, add a finger, or erase the phone.
The restart case is the big one. From a cold start, your phone always demands the

passcode before it will even consider your face or finger. This is exactly why the passcode

is the true backstop — and why it must be one you won't forget.

TIP

If you're about to travel or hand your phone in for repair, remember it'll ask for the passcode
after any restart. Have it firmly in mind, not just relying on your face.

11. What happens after too many wrong tries
The phone's defense against guessing.

Phones are built to resist someone sitting there trying passcode after passcode. After a few

wrong guesses, the phone makes you wait before trying again — first seconds, then

minutes, then longer. This simple delay makes guessing your way in hopeless, because a

determined thief would need years.

There's also an optional stronger setting: after a certain number of wrong tries —

commonly ten — the phone can erase itself entirely, so its contents can never be reached.

It sounds drastic, but paired with the fact that your phone backs up to the cloud, it means a

stolen phone becomes a worthless, wiped brick to a thief.
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WATCH OUT

If you turn on 'erase after ten failed attempts,' make sure your phone is backing up regularly,
and keep little hands from mischievously typing wrong codes. For most adults living alone
it's a strong protection; in a house with curious grandchildren, weigh it.

Either way, the lockout delay alone already protects you well. The erase option is extra

armor for those who want it.

12. Biometrics are convenience; the passcode is security
Saying the trade-off out loud.

It's worth stating the trade-off plainly, because it explains every design choice your phone

makes. Your face and fingerprint are optimized for convenience — they're fast and

effortless, and they're good enough to keep an everyday snooper out. The passcode is

optimized for security — it's the thing standing between a thief and your data when it truly

counts.

• Convenience (face, finger): fast, effortless, used dozens of times a day.
• Security (passcode): the true lock, required at the critical moments.
• You want both — the shortcut for daily life, the lock for protection.
This is why the advice is never 'skip the biometrics.' It's 'use the biometrics, and make the

passcode strong.' The two together give you a phone that's both easy to live with and

genuinely hard to break into.

GOOD TO KNOW

Think of it like your car: the key fob in your pocket opens the door with a touch for
convenience, but the car still has a real lock and alarm underneath. You'd want both.

13. A word for folks worried about Face ID
Common fears, gently addressed.

Some folks hesitate over face unlock, and the worries are understandable. Let's take them

one at a time, because most melt away once you know how it works.

• 'Will a photo of me unlock it?' On depth-sensing face unlock, no — it maps your face in
three dimensions, not from a flat picture.
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• 'Can someone point my phone at my face while I sleep?' You can disable face unlock
instantly (see the next chapter), and it generally wants your eyes open and attentive.

• 'Is my face stored online?' No — it stays sealed on the phone, never uploaded.
• 'What if my face changes?' It adapts to small changes, and you can always re-set it up.
If after all that you still prefer not to use face unlock, that's perfectly fine. A fingerprint plus a

strong passcode is an excellent setup, and on most phones you can turn face unlock off

entirely and lean on the others.

TIP

There's no single 'right' choice here. Use whichever unlock feels comfortable to you — the
important part is the strong passcode underneath, which you'll have either way.

14. The quick way to force a passcode
A handy trick when you want the lock, now.

There are moments you might want your phone to demand the passcode and ignore your

face or finger — before handing it to someone, say, or in any situation where you'd rather

not have it open with a glance. Both Apple and Android phones have a quick way to do

exactly that.

• On many iPhones, press and hold the side button and a volume button together for a
moment — this temporarily disables Face ID until you enter the passcode.

• On many Android phones, there's a 'lockdown' option in the power menu that does the
same.

• After that, only your passcode will open the phone, until you type it once.
It's a small thing, but it's reassuring to know you can instantly put the phone into 'passcode

only' mode whenever you want the firmer lock. The exact buttons vary by model, so it's

worth trying yours once so you know it works.

GOOD TO KNOW

This is the same action that, on some phones, also brings up the emergency call and
medical ID screen. Pressing the buttons won't place a call unless you continue — you can
just cancel back out.
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15. How this ties into passkeys
Your phone's unlock becomes your sign-in.

Here's where all this connects to the wider world of signing in. A passkey is a modern

replacement for a typed password on websites and apps. And the clever part is how you

approve a passkey: with the very same face, fingerprint, or passcode you already use to

unlock your phone. Your phone vouches that it's really you.

So when a site offers to let you sign in with a passkey, what actually happens is your phone

asks for your face or finger — the unlock you know — and then signs you in. There's no

password to type, nothing to remember, and nothing for a crook to steal in a data breach,

because the secret never leaves your phone.

GOOD TO KNOW

This is why getting comfortable with your phone's unlock pays off twice: it opens your
phone, and increasingly it signs you into your accounts too, through passkeys.

My dedicated passkeys guide walks through setting them up. If you've mastered Face ID or

a fingerprint, you already know the gesture passkeys use.

16. Biometrics for apps and payments
The same face and finger, used inside apps.

Beyond unlocking the phone, your face or fingerprint can approve things inside apps —

signing into your banking app, confirming a purchase, or opening your password manager.

It's the same gesture you already use, put to work as a quick 'yes, it's me' inside the app.

This is genuinely convenient and safe, because the app never sees your actual face or

fingerprint — it only gets the phone's yes-or-no answer. Your banking app, for instance,

can let you in with a glance while your real biometric stays sealed on the phone as always.

• Banking and finance apps often offer face or fingerprint sign-in.
• Password managers use it to unlock your vault quickly.
• App-store and tap-to-pay purchases can be approved the same way.

TIP

Turning on fingerprint or face sign-in for your password manager is a lovely combination:
one quick touch unlocks every password you have, without typing a long master password
each time.
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17. Patterns and the older Android unlocks
What about the swipe-a-shape pattern?

Many Android phones let you unlock by tracing a pattern — a shape you swipe between

nine dots — instead of typing numbers. It's easy to remember and quick to draw. But it's

worth knowing a pattern is generally the weakest of the choices, for two reasons.

• Patterns are easier for someone nearby to watch and memorize as you draw them.
• The smudge your finger leaves on the glass can hint at the shape.
• Most people choose simple patterns starting from a corner, which are easier to guess.
None of this makes a pattern useless, and it's far better than no lock at all. But if you're

choosing, a six-digit number code is stronger, and you can still use your fingerprint for the

quick everyday unlock on top of it.

WATCH OUT

If you do prefer a pattern, make it longer and avoid starting in a corner. Even better, switch
to a numeric PIN and let your fingerprint handle the speed.

18. Setting it up on an iPhone, start to finish
A gentle walk-through for Apple folks.

Let's put it together on an iPhone. The whole thing takes just a few minutes, and you only

do it once. Open Settings and scroll to the line that says either 'Face ID & Passcode' or

'Touch ID & Passcode,' depending on your model.

1 Open Settings, then 'Face ID & Passcode' (or 'Touch ID & Passcode').
2 Enter your current passcode if asked.
3 Choose 'Set Up Face ID' (or 'Add a Fingerprint') and follow the prompts.
4 Tap 'Change Passcode,' then 'Passcode Options,' and choose a custom numeric code of

six digits or more.
5 Review what Face ID or Touch ID is allowed to unlock, and turn on what you want.
That's the entire setup. From then on, a glance or a touch opens your phone, and the

strong passcode you chose is quietly standing guard underneath.
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GOOD TO KNOW

Exact wording shifts a little between iPhone models and software versions, but the path is
always Settings, then the 'Face ID' or 'Touch ID & Passcode' line. If you can't find it, I'm glad
to point you to it.

19. Setting it up on a Samsung or Pixel
The Android walk-through, by maker.

Android setup follows the same shape, with menu names that depend on who made your

phone. Here's where to look on the two most common makers. In both cases you're

heading for the security area and then the biometrics or fingerprint section.

1 Samsung — Settings, then 'Security and privacy,' then 'Biometrics,' then 'Fingerprints' or
'Face.'

2 Pixel / Google — Settings, then 'Security,' then 'Face & Fingerprint Unlock.'
3 Follow the prompts to register your fingerprint or face.
4 Set a screen lock of 'PIN' with six digits or more as your backstop.
5 Choose what the biometric is allowed to approve.
If your phone is made by another company — LG, Motorola, OnePlus, and others — the

words differ again, but you're always looking for 'Security' and then 'Biometrics' or

'Fingerprint.' The underlying ideas are identical to everything in this guide.

TIP

When Android asks you to pick a screen lock, choose 'PIN' over 'Pattern' for the stronger
backstop, then add your fingerprint for speed. That combination is hard to beat.

20. What a lost or stolen phone means
Why the passcode decides how worried to be.

If your phone goes missing, the strength of your passcode decides almost everything about

how much to worry. With a strong passcode and modern encryption — which all current

phones have — the data on a lost phone is scrambled and unreadable to whoever finds it.

They can't get your face or fingerprint, and they can't guess the code before the phone

locks them out.

That's an enormous comfort. A lost phone with a strong passcode is a lost piece of glass,

not a lost life. The thief's best hope is to wipe it and sell it, not to get into your accounts.
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Your job becomes simply marking it lost and erasing it from afar, which the next chapter

covers.

WATCH OUT

The one scenario where a lost phone is dangerous is a weak passcode, or one someone
watched you type. That's the whole reason this guide keeps circling back to a strong,
private passcode.

My guide on getting ready for a lost phone goes through the before-and-after steps in full.

A few minutes of setup turns a nightmare into an inconvenience.

21. Find My phone and erasing from afar
The safety net behind the lock.

Both Apple and Android offer a free service that lets you find, lock, and erase your phone

from another device if it's lost. It pairs beautifully with a strong passcode: the passcode

keeps a thief out in the moment, and this service lets you wipe the phone clean from your

computer so nothing is ever at risk.

• Apple — 'Find My,' managed through your Apple ID. Turn it on in Settings.
• Android — 'Find My Device,' tied to your Google account.
• Both let you see the phone on a map, lock it, show a message, or erase it.
Make sure this is switched on before you ever need it — it can't help after the fact if it was

off. It takes one minute to confirm, and it's the difference between helpless and in-control if

your phone wanders off.

TIP

Confirm you know the password to the account that runs this — your Apple ID or Google
account — since you'll need to sign in from another device to use it. Keep that password in
your password manager.
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22. Helping a spouse or parent set this up
Making a phone both easy and safe for someone you help.

If you set up phones for a spouse or an aging parent, biometrics are a real kindness. A

fingerprint or face unlock spares them from typing a code they might find fiddly, while the

passcode underneath keeps the phone safe. The trick is choosing a passcode they can

remember and making sure you both have a safe record of it.

• Register their fingerprint well — a couple of fingers, carefully scanned.
• Pick a passcode they'll remember but that isn't an obvious birthday.
• Keep a copy of the passcode in a safe, private place you both know.
• Make sure Find My or Find My Device is on, tied to an account you can both reach.
For someone with memory trouble, the fingerprint does the daily work so they rarely need

the code — but you holding a safe copy of that code means a forgotten passcode never

becomes a crisis.

TIP

My guides on emergency access and the family password manager are the right
companions here — they show where to keep a passcode so the right person can reach it
and no one else can.

23. Keeping biometrics working well
Small habits for reliable unlocking.

Face and fingerprint unlock are reliable, but a few small things keep them working their

best. Most 'it won't recognize me' frustration comes down to these, and they're easy to put

right.

• Keep the front camera and the fingerprint sensor clean — a wipe with a soft cloth helps.
• If a fingerprint often fails, delete it and re-add it, scanning carefully.
• Register more than one finger so you're covered however you hold the phone.
• For face unlock, add an alternate appearance if your look changes much.
• A heavy screen protector can interfere with an under-screen fingerprint sensor.
If things still misbehave, there's no harm in simply typing your passcode for a day and

re-setting up the biometric when you have a quiet moment. The phone keeps working

perfectly on the passcode alone.
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GOOD TO KNOW

Cold, wet, or very dry fingers read poorly on fingerprint sensors — that's physics, not a fault.
Those are the moments the passcode shortcut-free backstop earns its keep.

24. Legal and practical odds and ends
A couple of things worth knowing, stated plainly.

A few practical points round out the picture. These aren't reasons to avoid biometrics —

just honest details so nothing takes you by surprise.

• A passcode lives in your memory, so only you can give it up. A face or finger is physical,
so a phone set to unlock that way can, in principle, be opened by holding it to you.

• That's one more reason to know the quick 'force passcode' button combination — it puts
the phone back to passcode-only in a second.

• If you're ever uneasy handing your phone to anyone, force the passcode first, so a
glance won't open it.

• None of this is a daily worry for most folks — it's simply good to know the option exists.
For legal questions about when you must or needn't unlock a device, that's a matter for a

licensed attorney, not a tech guide. What I can tell you is the practical mechanics: the

passcode is the thing only your memory holds, and you can always fall back to it.

GOOD TO KNOW

This is the deeper reason the passcode is called the real backstop: it's the one part of your
phone's security that lives in your head and nowhere else.

25. Common worries, answered
The questions folks ask me most.

A few more honest questions come up again and again, so let's lay them to rest.

• 'Does the government or Apple have my fingerprint?' No — it stays sealed on your phone
and is never sent off it.

• 'If I set up Face ID, can apps see my face?' No — apps only get a yes-or-no answer,
never the face data itself.

• 'Is a fingerprint safer than a face?' Both are strong on good hardware; choose by comfort,
and keep a strong passcode either way.
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• 'What if I'm injured and can't use my finger?' You just type your passcode — it always
works as the fallback.

The reassuring thread is that biometrics add convenience without giving anything away

about you, and the passcode is always there as the dependable fallback. You're never

locked out of your own phone as long as you know your code.

TIP

This is exactly why memorizing your passcode matters: it's the one thing that always works,
in any situation, when a finger or face can't.

26. Why a glance beats a scribbled code
Biometrics quietly end a risky old habit.

There's a hidden benefit to face and fingerprint unlock that's easy to miss. Before

biometrics, folks who found typing a long code tiresome often set a short, weak one — or

worse, taped it to the back of the phone. Because a glance or a touch is so effortless,

biometrics let you set a nice long, strong passcode without the daily nuisance of typing it.

In other words, the convenience isn't just pleasant — it makes stronger security realistic.

You get the ease of a quick unlock and the protection of a long passcode, and you no

longer have any reason to write the code down somewhere a thief could see it.

• A long passcode you rarely type is no longer a daily chore.
• No reason to tape a code to the phone or its case.
• The finger or face carries the everyday load; the strong code stays in reserve.

WATCH OUT

If you've ever written your passcode on a sticker on the phone, in your wallet next to it, or on
a note in the same bag, please remove it. That one habit undoes the strongest passcode in
the world.

27. A quick setup checklist
Everything in order, in one place.

Here's the whole guide boiled down to a checklist you can run through in one sitting. Tick

these off and your phone is both easy to open and genuinely well protected.

1 Set a strong passcode — six digits or more, not a birthday.
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2 Set up Face ID or a fingerprint (or both) for everyday convenience.
3 On Android, choose 'PIN' over 'Pattern' as your screen lock.
4 Turn on Find My or Find My Device so a lost phone can be erased.
5 Keep a safe, private copy of your passcode where a trusted person could find it.
6 Learn the quick 'force passcode' button combination for your model.
That's the complete picture. The biometrics make daily life effortless, and the strong

passcode is the quiet guardian underneath, exactly as the phone's designers intended.

GOOD TO KNOW

If any step here feels unclear, you don't have to puzzle it out alone. Setting this up together,
in person or over a screen-share, is one of the most common things I help folks with.

28. Putting it all together
The whole idea, once more, plainly.

Let's bring it home. Your face and your fingerprint are the fast, friendly way you open your

phone a hundred times a day — and they never leave the device, so using them gives

nothing away. Beneath them sits your passcode, the real lock that protects everything,

demanded at the moments that matter most.

Get the passcode strong, use whichever biometric feels comfortable, turn on the

find-and-erase safety net, and you have a phone that's a pleasure to use and a fortress if

it's ever lost. That's the whole story.

TIP

And because that same face, finger, and passcode increasingly sign you into your accounts
through passkeys, every minute you spend getting comfortable with them pays off well
beyond your phone.

If you'd like a hand with any of it, that's exactly the kind of visit — at your kitchen table or by

screen-share — I do all the time.
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29. Frequently asked questions
Quick answers to the things people ask most.

Is Face ID or a fingerprint safer than a passcode? They're convenient shortcuts for the

passcode, not a replacement. The strong passcode is what truly protects your phone's

data.

Is my face or fingerprint sent to a company? No. It's stored, sealed, on your phone's own

chip and never leaves the device.

How long should my passcode be? Six digits at a minimum. Longer is better, and avoid

birthdays and simple patterns.

Why does my phone sometimes demand the passcode? After a restart, after failed tries,

after an update, or when you change security settings — all on purpose, so it's sure it's

you.

What if my phone is lost? With a strong passcode its data stays locked and scrambled. Use

Find My or Find My Device to locate, lock, or erase it.

TIP

If any of this feels like one step too many, that's exactly the kind of thing I can sit down and
do with you — in person or remotely — in well under an hour.

CHEAT SHEET

Your Phone-Unlock Cheat Sheet
Keep this page handy. It's the short version of how your phone unlocks and the few

settings worth getting right.

The big idea
• Your face or fingerprint is a fast shortcut for your passcode.
• The passcode is the real lock that protects your data.
• Your face and fingerprint stay on the phone — never sent away.
• A phone asks for the passcode after a restart or when it's unsure.

Where the setting lives
• iPhone — Settings, then 'Face ID & Passcode' or 'Touch ID & Passcode.'
• Samsung — Settings, then 'Security and privacy,' then 'Biometrics.'
• Pixel / Google — Settings, then 'Security,' then 'Face & Fingerprint Unlock.'
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Make your passcode strong
1 Choose a six-digit code or a longer one, not four digits.
2 Avoid birthdays, 1234, and repeated digits.
3 Don't reuse your bank-card PIN as your phone passcode.
4 Memorize it; keep a backup copy only in a safe, private place.

When the phone asks for the PIN, not your face
• Right after you restart or power it on.
• After several failed face or finger tries.
• If the phone hasn't been unlocked in a while.
• After a software update, or when adding a new finger or face.
• Stuck? Call Bill's Home Tech at (330) 200-8042.

WORDS TO KNOW

Plain-English Word List
Biometrics — Unlocking with a part of your body — your face or fingerprint — instead of

typing a code. Fast and personal to you.

Face ID — Apple's name for unlocking an iPhone or iPad by looking at it. The phone

recognizes your face.

Touch ID — Apple's name for unlocking with your fingerprint, on devices with a fingerprint

button or sensor.

Passcode / PIN — The numbers you type to unlock your phone. This is the true lock; your face

and finger are shortcuts to it.

Pattern — A shape you swipe between dots to unlock, offered on many Android phones. An

alternative to a number code.

Secure Enclave — A locked, separate part of the phone's chip where your face and fingerprint

data are kept, sealed off from apps and the internet.

Passkey — A modern way to sign into websites and apps using your phone's unlock — your

face, finger, or PIN — instead of a typed password.

Lockout — When a phone disables unlocking for a while, or wipes itself, after too many wrong

passcode tries. A protection against guessing.

Trusted face / fingerprint — A face or finger you've registered on the phone. You can add

more than one, and remove ones you no longer want.
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Device encryption — The phone scrambling its own stored data so that, without the

passcode, the contents are unreadable to anyone.
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AT A GLANCE

A Picture to Follow Along

How Your Phone Unlocks
Your face or finger is a fast shortcut; the PIN is the real lock.

1

You set a

strong PIN

2

You add

face or finger

3

Phone unlocks

with a glance

4

It asks the PIN

when unsure

Biometrics are the convenience; the passcode is the backstop.

Illustration - the passcode is the foundation under your face and fingerprint.



Bill's Home Tech BillsHomeTech.com  ·  (330) 200-8042
Face ID, Fingerprint & PIN — How Your Phone Unlocks

Tech Made Simple. Service Made Personal. Page 24 of 25
For general information only — not professional advice. Use at your own risk.

For electrical, gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech

AT A GLANCE

A Second Look

Biometrics vs. the Passcode
What your face or finger does, and what the PIN does.

Face / Finger

Fast, everyday unlock

Stays on the device

Never sent anywhere

A convenience layer

PIN / Passcode

The real backstop

Protects your data

Needed after restart

Make it long

A strong passcode is what truly protects a lost or stolen phone.

Illustration - biometrics sit on top of the passcode, not in place of it.

BEFORE YOU GO

A Note From Bill
A quick note from Bill. I write these guides to make home tech a little less frustrating, and I do

my best to keep every step accurate and up to date. Still, every home, device, and setup is a

bit different, so I can't promise a guide will match yours exactly or fix your particular problem.

These guides are for general information only — they're not professional, legal, or financial

advice, and they don't replace your device's own manual or the manufacturer's instructions.

Please go slow, use your own good judgment, and use everything here at your own risk. If a

step involves electrical wiring, a gas appliance, a water heater, plumbing, or climbing a ladder

— or if anything just doesn't feel safe — please stop and call a licensed professional (or give

me a call at 330-200-8042). Bill's Home Tech and Bill Davis can't be responsible for any

damage, data loss, or injury that results.
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HOW I CAN HELP

Your Visit — and My Promise
In-home visit — $99 flat for your first visit. No contracts and no surprise charges, and a

30-day follow-up is included.

Remote Support — $49 for a screen-share session. I only connect with your permission, you

watch the whole time, and you can end anytime. If I can't fix it over the screen-share, I refund

the $49 — and if it turns out you need me in person, that $49 goes toward your visit. It's

included free for Support Plan members ($39/mo).

GOOD TO KNOW

My promise — If you're not 100% satisfied with your visit, I'll come back at no charge, or
refund the full $99. No questions, no awkwardness. That's how I'd want to be treated.

Call or text (330) 200-8042 · Book a visit: billshometech.com/book · bill@billshometech.com

This free guide is for general information only — not professional advice, and no substitute for your device's own manual. Any prices
or outside products mentioned can change; please confirm current details before you buy. Please use your own good judgment and
follow it at your own risk — for anything involving electricity, gas, water, or heights, stop and call a licensed professional. Bill's Home

Tech and Bill Davis can't be responsible for any damage, data loss, or injury that results. © 2026 Bill's Home Tech, LLC.


