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I Read this first — it's about people, not just pictures

Before the gear, a word that matters more than any camera: with a business you are
recording other people — customers, staff, people walking by — so where you point a
camera, and whether it picks up sound, is as important as the picture. As a rule, keep
cameras on general work and public areas, never on restrooms, changing areas, or
anywhere someone expects privacy, and be very careful about recording audio. This
guide gives you plain-English general information, not legal advice. For your own
situation — especially anything to do with employees, audio, or the law — check with
an attorney who knows Ohio. Locking down the system also protects the people on
camera — a hijacked camera means a stranger watching your customers and staff, so
securing it is part of respecting their privacy.

Lock down the system itself

Your cameras can be aimed perfectly and still be wide open to a stranger if the
system itself isn't secured. This guide covers the plain, unglamorous steps that
keep your cameras yours: strong passwords, regular updates, and retiring gear
that's too old to protect.

I'm Bill, and | run Bill's Home Tech here in Portage County, Ohio. In 30-plus years of helping
folks with technology, I've seen that the break-ins people fear almost never involve a clever
hacker in a hoodie. They involve a camera left on its factory password that an automated
program found and walked right into.

The fixes are simple and mostly free — a few passwords, a couple of settings, and a habit of
keeping things current. None of it takes special skill. It just takes doing, which is exactly why
SO many systems never get it done.

[0 Not sure if yours is locked down?

If you've got cameras and you're honestly not sure whether the passwords were ever
changed or the system's been updated, call or text me at (330) 200-8042. I'll check it
over and tell you plainly — free, with nothing to sell you.
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The whole guide, on one page

If you remember only these things, your camera system won't be the easy target.

0 Change EVERY default password — on every camera and the recorder — to a strong,
unique one, right away.

0 Rename or disable the default admin account where the system lets you.
0 Update the firmware so you get the maker's security fixes.

0 Retire any 'end-of-life' recorder the maker no longer updates — no patches means a
standing hole.

0 Put a simple checkup on the calendar so none of this quietly slips.

I The one rule that matters most
Cameras and recorders ship with well-known default passwords — the same ones
anyone can look up. Automated attacks try those defaults first, and that's how huge

numbers of cameras have been hijacked. Change every one and you've shut the most
common door.
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Who's really trying to get in
Understanding the threat makes the fixes obvious. It's not who most people picture.

The danger isn't a person targeting your shop in particular. It's automated programs that scan
the whole internet all day, every day, looking for cameras and recorders they can reach —
and then trying the handful of factory default passwords that so many systems still have. They
don't care who you are; they care that the door's unlocked.

When they get in, they don't always announce it. A hijacked camera might be quietly watched,
or roped into a botnet — a huge army of compromised devices used to attack others — all
without the owner ever noticing. Enormous numbers of cameras have been taken over this
way, purely because they were left on defaults and reachable.

I They're trying the defaults right now

This isn't hypothetical or rare. Internet-wide scanning for default passwords runs
constantly, and an exposed camera on a factory password can be found and taken
over in short order. The good news: changing the password takes it off the menu
entirely.
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Change every default password — all of them

This is the single most important thing in the guide, so it gets its own page. Every
camera. The recorder. No exceptions.

Each camera and the recorder comes with a default password from the factory, and those
defaults are printed in manuals and shared in lists anyone can find. Leaving even one in place
is like locking a building's front door but leaving a window open — the attacker only needs the
one you missed.

So change them all, the day the system goes in. Don't skip the cameras because 'the
recorder's the important one' — a camera on a default password is a way in too. Walk the
whole system, device by device, and make sure not a single factory password survives.

O Do it device by device, miss nothing

Keep a simple list of every camera and the recorder, and tick each one off as you
change its password. The whole value is in completeness — one forgotten device
undoes the care you put into all the others.
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What makes a password actually strong

A changed password that's easy to guess is barely better than the default. Two
gualities matter: strong, and unique.

Strong means long and not obvious — not the business name, not '1234', not ‘admin’, not the
year. A longer passphrase of a few unrelated words is both hard to guess and easy enough to
live with. The goal is something an automated program won't stumble onto in its list of
common tries.

Unique means this system's password isn't one you use anywhere else. If the camera, your
email, and your other logins all share a password, a leak in any one of them becomes a
break-in everywhere. Give the camera system its own. A password manager makes keeping
track of unique passwords painless.

Long beats complicated — a few unrelated words works well.

Never the business name, address, or an obvious number.

Don't reuse a password from email or anything else.

Store them somewhere safe — a password manager, not a sticky note on the monitor.

O Unique matters as much as strong

The strongest password in the world isn't much help if it's also the one guarding your
email and it leaks there. One system, one password, used nowhere else — that's the
habit that pays off.
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Rename or disable the default admin account

There's one more door past the password: the account name itself. Attackers know
the default one, so give them less to work with.

Most systems ship with a built-in administrator account under a well-known name — the same
name across thousands of devices. That means an attacker already knows half of what they
need; they only have to guess the password. Where the system allows it, rename that
account or disable it in favor of a fresh one with a name of your choosing.

It's a small step, but it turns a guessing game with one unknown into one with two. Combined
with a strong, unique password, it makes the admin account — the keys to the whole system
— genuinely hard to force. If your system won't let you rename it, at least make sure its
password is especially strong.

I The admin account is the keys to everything

Whoever holds the admin account controls the whole camera system — every view,
every setting, every recording. It's the one account worth the most care: a unique name
where you can, and a long, strong password always.
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Update the firmware for the security fixes

Firmware is the software inside your cameras and recorder. Updating it is how you
get the maker's security fixes — and you do want them.

As weaknesses are discovered in cameras and recorders, makers release updates that close
them. Installing those updates is how you stay ahead of the known holes. Skip them, and
you're leaving doors open that the maker already built the locks for — and once a weakness
is public, every scanner knows to try it.

Turn on automatic updates if your system offers them, so this mostly takes care of itself. If it
doesn't, make checking for updates part of your regular checkup. Either way, don't let the
system fall years behind — that's where the trouble collects.

[0 Updates are free locks — install them

Every security update is a lock the maker is handing you for nothing. The only way it
helps is if you actually fit it. Automatic updates where you can, a calendar reminder
where you can't.
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Retiring an end-of-life recorder

Every system eventually reaches a point where the maker stops supporting it.
When that happens, it's time to plan its replacement — not to keep leaning on it.

'End-of-life' means the maker no longer releases updates for a device. From that day on, any
new weakness found in it will never be fixed — it's a standing hole that only grows more
dangerous as attackers share how to exploit it. A recorder in that state is a liability no matter
how well it still records.

| know it stings to retire gear that seems to work fine. But a recorder the maker has
abandoned is working on borrowed time, security-wise. Plan to replace it before it becomes
the weak link — and our guide on taking over an old system helps you figure out what you've
got and when it's reached that point.

I No patches means a permanent open door
A device the maker no longer updates can't be made safe again — every hole found in
it stays open forever. 'It still works' isn't the test; it still gets security fixes' is. When the
answer is no, it's time to plan the replacement.
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A simple recurring checkup

None of this is hard, but all of it quietly slips if nobody's minding it. A short, regular
checkup keeps the whole system honest.

Put a recurring reminder on the calendar — a couple of times a year is plenty for most small
businesses — and run down the same short list each time: are all the passwords still strong
and unique, is the firmware current, is anything reaching end-of-life, and does anyone have
access who shouldn't anymore. It takes a few minutes and catches the drift before it becomes
a hole.

Tie it to something you'll remember — tax season, a quiet week, the start of a quarter. The
exact timing matters less than the habit. A system that gets a glance twice a year stays far
safer than one set up once and forgotten.

O I'll run the checkup with you

A twice-a-year security checkup is cheap insurance for something this important, and
it's exactly the kind of standing visit I'm glad to make. Call (330) 200-8042 and we'll set
up a rhythm that fits your business.
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Two kinds of businesses, two sets of needs

A busy storefront and a quieter office or warehouse both need the system itself
locked down — but who does it, and what's at stake, looks a little different.

If you run a customer-facing shop or storefront

You may have many cameras, staff who come and go, and real sensitivity around the register
and customer area. That's a lot of devices to keep on strong passwords and current firmware.

« Change the default password on every camera, not just the recorder.
+ Keep atidy list of devices so none gets missed at checkup time.

+ Rename or disable the default admin account on the recorder.

+ Review who has access whenever staff change.

If you run an office, warehouse, or back-of-house

Fewer people touching the system, but often older gear running for years and holding
sensitive business data behind it. End-of-life equipment is the risk to watch.

« Check whether an older recorder still gets security updates at all.
« Plan to retire anything the maker has abandoned.
« Turn on automatic firmware updates where the system offers them.

+ Fold the checkup into an existing routine so it doesn't get skipped.

O Let's lock yours down

Whether you've got three cameras or thirty, I'll help you get every password strong, the
firmware current, and any tired old gear onto a replacement plan. Call (330) 200-8042.
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Why hijacked cameras are everyone's problem

A taken-over camera isn't just your problem — it can be turned into a weapon
against others. That's worth understanding.

When attackers hijack cameras on default passwords, they often gather them by the
thousands into a botnet — a huge, remote-controlled army of compromised devices. That
army gets pointed at websites and services to knock them offline, all using strangers' cameras
as the ammunition. Botnets have hijacked enormous numbers of cameras left on defaults
exactly this way.

So securing your cameras isn't only about protecting your own feed. It's about not having your
equipment quietly conscripted to attack someone else — running up your internet use and
marking your business as a source of trouble in the process. One changed password keeps
your camera out of that army.

0 A changed password protects everyone

Locking down your cameras protects your footage, your network, and the wider
internet all at once. It's a small act of good citizenship that happens to be good for you,
too.
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Signs your system might be compromised

Hijacked cameras are often quiet, but not always. A few signs are worth knowing so
you can act if you see them.

Watch for the system behaving in ways you didn't cause — cameras panning or settings
changing on their own, logins at hours nobody was working, or accounts you don't recognize.
A sudden jump in your internet use can be a sign a camera'’s been roped into sending traffic
for someone else. None of these is proof, but together they're worth a hard look.

If something seems off, don't wait and hope. Change every password to a fresh strong one,
update the system, remove any account you don't recognize, and make sure no port's been
opened on the router. If the recorder's too old to update, that's a nudge it's time to retire it.

[0 Something feel off? Let's check it

If your system's acting strange or you just have a bad feeling, that's worth a look rather
than a worry. I'll go through it with you, lock it back down, and tell you straight whether
there's a problem. Call or text (330) 200-8042.
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Securing the system protects people too

Locking down your cameras isn't only about your property — it's about the people
those cameras watch.

Your cameras capture your customers and your staff. If the system is hijacked, a stranger is
watching them — and any recordings you hold could fall into the wrong hands. Keeping the
system secure is part of being a careful custodian of the footage people trust you to handle
responsibly. A strong password is privacy protection as much as security.

The cameras still follow all the usual rules on where they can point and how you handle audio,
no matter how well they're secured — we cover those in their own guides. Securing the
system is the piece that makes sure only you see what they see.

I' A quick word on handling footage

If your cameras capture customers or staff, you're holding information about people,
and keeping it secure is part of handling it responsibly. This is general information, not
legal or compliance advice. This is general information, not legal advice; rules change
and every situation is different, so confirm the specifics with an attorney who knows
Ohio before you rely on it.
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A simple system-security checklist

Run down this list to lock down the system itself. Check each line and the most
common break-ins simply can't happen to you.

0 Every camera and the recorder has had its default password changed.

0 Each password is strong and unique — used nowhere else.

0 The default admin account is renamed or disabled where possible.

0 The firmware is current, with automatic updates on where offered.

0 No device is past end-of-life with no more updates coming.

0 Only the right people have access, each with their own login.

0 Remote viewing is through the maker's app or a VPN — no open ports.

0 Arecurring checkup is on the calendar to keep all of this current.

[0 Want me to check the boxes with you?

Running this list once, properly, puts you ahead of the vast majority of camera systems
out there. I'm glad to walk it with you and confirm each line holds. Call or text (330)
200-8042.
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Common mistakes that leave the door open

Nearly every hijacked camera got there through one of these. Now you'll know
them all.

« Leaving default passwords on some or all of the devices.

« Changing the recorder but not the cameras, forgetting each camera is a way in.
+ Reusing one password across the system, email, and other logins.

« Never updating the firmware, so known holes stay open.

+ Running end-of-life gear the maker no longer patches.

+ Setting it once and forgetting it, with no checkup to catch the drift.

I One weak link is all it takes

You can lock down nine cameras and leave the tenth on its factory password, and the
tenth is the one they'll find. Securing the system is all-or-nothing — the care only
counts if it covers every device.

Tech Made Simple — Service Made Personal Page 16 of 29

For general information only — not professional advice. Use at your own risk. For electrical,
gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech



DlIY OR A PRO BillsHomeTech.com - (330) 200-8042

What you can do, and when to get help

Most of this is squarely do-it-yourself, and I'd encourage you to take it on. A couple
of judgment calls are worth a second opinion.

Changing passwords, turning on automatic updates, and keeping a device list are all things
any owner can do with a little patience. They're the steps that matter most, and doing them
yourself means you know they're done. This guide and an afternoon are really all it takes.

Where owners often want a hand is the judgment calls — is this recorder actually end-of-life,
is the firmware really current, did that setting take — and the cleanup if something looks
wrong. That's the kind of check I'm glad to do, and it's reassuring to have a second set of eyes
on something this important.

(0 A proper lockdown, done once

Getting every password strong, the updates on, and the tired old gear flagged is
exactly what | do — no wiring, just the setup done right. $99 for a visit, $49 on your
screen where | can, 30 days come-back-free. Call (330) 200-8042.
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How this fits the rest of your security

Securing the system is one of three layers that work together. Each covers what
the others can't.

This guide keeps the cameras themselves hard to break into — strong passwords, current
firmware, no abandoned gear. The remote-viewing guide keeps the connection to your phone
safe, so strangers can't reach the cameras from outside. And the network-separation guide
walls the cameras off, so even a compromised one can't reach your register or data.

If you're inheriting an older system, our guide on taking over an old system pairs especially
well with this one — it helps you figure out what you've got, change the passwords you
inherited, and spot gear that's reached end-of-life. Lean on all of them rather than repeating
the depth here.

(0 Three layers, one quiet confidence

Lock the cameras down, view them safely, and wall them off. Any one helps — all
three together is how you stop lying awake wondering whether someone else is
watching your cameras.
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Inheriting a system someone else set up

If you bought the business, or the cameras came with the building, you have a
special job: assume nothing was done right.

A system you didn't set up may be carrying every mistake in this guide — default passwords,
old firmware, forgotten accounts, maybe gear the maker abandoned years ago. The previous
owner's installer may have left a login you've never heard of. Treat an inherited system as
wide open until you've personally locked it down.

Change every password to your own strong, unique ones, remove any account you don't
recognize, update everything, and find out whether the recorder still gets support. Our guide
on taking over an old system walks through the whole process of sorting out what you've
inherited.

I'Inherited means unlocked until proven otherwise

You have no idea who still knows the old passwords — a former owner, an installer, an
employee who left. Resetting everything the moment the system is yours is the only
way to know the keys are really yours alone.
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Common Questions

The questions | hear most from owners trying to keep their camera system itself
secure.

Q: What's the single most important security step?

Change every default password — on every camera and the recorder — to a strong, unique
one. Automated attacks try the factory defaults first, so changing them shuts the most
common door by far.

Q: Do I really have to change the password on every camera?

Yes. Each camera is its own little computer and its own way in. Changing the recorder but
leaving cameras on defaults leaves the window open while you lock the door. Walk the whole
system, device by device.

Q: Why do firmware updates matter?

They carry the maker's security fixes. As weaknesses are found, updates close them — and
once a weakness is public, every scanner tries it. Turn on automatic updates where you can,
and don't let the system fall years behind.

Q: My old recorder still works — why replace it?

If the maker no longer updates it, any new hole found in it stays open forever. 'It still records'
isn't the test; 'it still gets security fixes' is. When the answer is no, plan to retire it before it
becomes the weak link.

0 Still have questions?

Securing a camera system sounds intimidating but comes down to a few plain habits,
and I'm happy to walk you through every one. Call or text me at (330) 200-8042 and
we'll lock yours down together.

Tech Made Simple — Service Made Personal Page 20 of 29

For general information only — not professional advice. Use at your own risk. For electrical,
gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech



A WORD OF REASSURANCE BillsHomeTech.com - (330) 200-8042

This is simpler than it sounds

If all the talk of botnets and break-ins has you worried, take heart. The fixes are
plain, mostly free, and mostly one-time.

You don't need to become a security expert. You need to do a short list of ordinary things —
change the passwords, turn on updates, retire what's too old, and glance at it twice a year.
That's genuinely the whole job. The attackers are counting on you not bothering; simply
bothering puts you ahead of most.

And you're not on your own. If any of it feels murky, that's a reason to ask, not to skip it. A
system that's had these basics done is a system you can trust — and stop thinking about.

(0 Boring beats clever

There's no clever trick here and no fancy gear to buy. Strong passwords, current
updates, no abandoned gear. Do the boring things well and the clever attacks have
nothing to work with.
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Keeping it locked down over the years

Security isn't a one-time project — it's a light, lasting habit. A little attention over
time keeps the whole system trustworthy.

Gear ages, staff change, and new weaknesses turn up — so a system that was airtight the
day it went in needs the occasional glance to stay that way. The twice-a-year checkup is the
engine of all this: it's where you catch the firmware that stopped updating, the account that
should have been removed, the recorder quietly reaching end-of-life.

Keep this guide with your business papers and run its checklist each time. It's far easier to
keep a system locked down with a few minutes now and then than to clean up after a break-in
— and far less stressful.

(0 Put me on your calendar

Make the twice-a-year security checkup a standing visit and you'll never have to
wonder whether something slipped. It's the cheapest peace of mind | can offer. Call
(330) 200-8042.
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You don't have to do this alone

You just have to remember that a friendly, patient person is one call away.

| hope this guide made securing your camera system itself feel a little less daunting and a lot
more doable. Keep it with your other business papers, come back to a page whenever you
need it, and don't worry about memorizing anything — that's what the guide is for.

When you'd rather have a hand, that's exactly what | do. | come to your place of business,
work at your pace, and never make you feel rushed or silly for asking. A first visit is a flat $99,
and for the parts that don't need me on-site | can often help right on your screen for $49.
Every visit comes with a 30-day, come-back-free guarantee. I'm a tech helper, not a licensed
electrician or low-voltage contractor — for in-wall wiring or panel work I'll help you line up a
trustworthy local pro and make sure it all works together.

0 Bill's Home Tech —real help, close to home

Call or text me at (330) 200-8042, or visit BillsHomeTech.com. Serving Atwater and all
of Portage County. 30+ years of patient, plain-English tech help — and if you're ever
not 100% happy with a visit, I'll make it right or refund it. That's a promise. — Bill
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Four Fixes That Lock Down the System

Plain, mostly free, and mostly one-time

What it stops What to do
Passwords Default guesses Change every one
Admin account Known name Rename or
disable
Firmware Known holes Keep it current
Old recorder No more patches Plan to retire

Miss none of these and the common break-ins can't happen.
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Securing the System in Four Steps

The order that shuts the common doors

o || @ || @ |[ ©
New passwords Fix the admin Update firmware Retire the old
Strong, unigue, Rename or Install the Replace gear
every device - disable default -] security fixes - with no patches
\. J J \\ J \ y

Then a twice-a-year checkup keeps it all current.
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What Makes a Password Hold

Changed isn't enough -- strong and unique both

Weak choice Strong choice

Length admin / 1234 A few words
Guessable Business name Nothing obvious

Reused Same everywhere This system only

Stored Sticky note Password manager

One system, one password, used nowhere else.
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Is My System Really Locked Down?

Three questions that find the weak link

Have you checked...

every default the firmware is for end-of-life
password? current? gear?
4 N\ N\ [ N\
Change every Turn on auto Plan to retire
one -- cameras updates or check anything the
and recorder at each checkup maker abandoned
\. J . VRN J
[ One device left on a default undoes the care on all the rest. ]

llustration - a schematic, not to scale. Your setup may differ
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BILL'S HOME TECH

Home & Small Business Tech Solutions

Need a Real Person?

You do not have to figure this out alone.
You just have to remember you can call.
Friendly, plain-English tech help -- | come to you.

If you are not 100% happy with a visit, | will
make it right -- or refund it. No awkwardness,
no fine print. That is how | would want to be treated.

(330) 200-8042 - BillsHomeTech.com

Bill@BillsHomeTech.com - Mon-Sat 9:00 AM — 7:30 PM
— Bill

Bill can screen-share and fix many things remotely — a flat $49, free for Support Plan members.

© 2026 Bill's Home Tech, LLC - 30+ years of tech experience - Serving Portage County since 2025 - Fully Insured
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Home & Small Business Tech Solutions

A Note From BIll

A quick note from Bill.
| write these guides to make home tech a little less frustrating, and | do my best to keep every step
accurate and up to date. Still, every home, device, and setup is a bit different, so | can't promise a guide
will match yours exactly or fix your particular problem. These guides are for general information only —
they're not professional, legal, or financial advice, and they don't replace your device's own manual or
the manufacturer's instructions. Please go slow, use your own good judgment, and use everything here
at your own risk. If a step involves electrical wiring, a gas appliance, a water heater, plumbing, or
climbing a ladder — or if anything just doesn't feel safe — please stop and call a licensed professional
(or give me a call at 330-200-8042). Bill's Home Tech and Bill Davis can't be responsible for any
damage, data loss, or injury that comes from using these guides. Thanks for reading, and stay safe out
there.

.'i'-'-;

l"

Book a visit —
billshometech.com/book

Use of these guides is subject to our Terms of Use (billshometech.com/terms-of-use).

(330) 200-8042 - BillsHomeTech.com
Bill@BillsHomeTech.com - Mon-Sat 9:00 AM — 7:30 PM

For general information only — not professional advice. Use at your own risk. For electrical,
gas, water, or ladder work, please call a licensed professional. — Bill's Home Tech
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